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Syllabus 
UNIT I 

Linux Utilities - File handling utilities, Security by file permissions, Process utilities, Disk 
utilities, Networking commands, Filters, Text processing utilities and Backup utilities. Sed- 
Scripts, Operation, Addresses, Commands,Applications, awk- Execution, Fields and Records, 
Scripts, Operation, Patterns, Actions, Associative Arrays, String and Mathematical functions, 
System commands in awk, Applications. 

ShellprogrammingwithBourneagainshell(bash) -Introduction,shellresponsibilities,pipes and 
Redirection, here documents, running a shell script, the shell as a programming language, 
shell meta characters, file name substitution, shell variables, command substitution, shell 
commands, the environment, quoting, test command, control structures, arithmetic in shell, 
shell script examples, interrupt processing, functions, debugging shell scripts. 

UNITII 

Files and Directories- File Concept, File types, File System Structure, file metadata-Inodes, 
kernel support for files, system calls for file I/O operations- open, create,read, write, close, 
lseek, dup2,file status information-stat family, file and record locking-lockf and fcntl 
functions, file permissions - chmod, fchmod, file ownership-chown, lchown, fchown, links 
soft links and hard links – symlink, link, unlink. 

Directories - Creating, removing and changing Directories-mkdir, rmdir, chdir, obtaining 
current working directory-getcwd, Directory contents, Scanning Directories-opendir,readdir, 
closedir, rewinddir, seekdir, telldir functions. 

UNITIII 

Process – Process concept, Kernel support for process, process identification, process 
hierarchy, process states, process control - process creation, waiting for a process, process 
termination, zombie process, orphan process, system call interface for process 
management-fork, vfork, exit, wait, waitpid, exec family, system, I/O redirection 

Signals – Introduction to signals, Signal generation and handling, Kernel support for signals, 
Signal function, unreliable signals, reliable signals, kill, raise , alarm, pause, abort, sleep 
functions. 

UNITIV 

Inter process Communication - Introduction to IPC, IPC between processes on a single 
computer system, IPC between processes on different systems, pipes-creation, IPC between 
related processes using unnamed pipes, FIFOs-creation, IPC between unrelated processes 
using FIFOs (Named pipes),differences between unnamed and named pipes, popen and 
pclose library functions. 

Message Queues- Kernel support for messages, APIs for message queues, client/server 
example. 

Semaphores - Kernel support for semaphores, APIs for semaphores, file locking with 
semaphores. 



UNITV 

Shared Memory- Kernel support for shared memory, APIs for shared memory, shared 
memory example. 

Sockets- Introduction to Berkeley Sockets, IPC over a network, Client-Server model, Socket 
address structures (Unix domain and Internet domain), Socket system calls for connection 
oriented protocol and connectionless protocol, example-client/server programs-Single 
Server-Client connection, Multiple simultaneous clients, Comparison of IPC mechanisms. 
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1. UnixSystemProgrammingusingC++,T.Chan,PHI. 
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3. UnixNetworkProgramming,W.R.Stevens,PHI 
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Vision 

 To acknowledge quality education and instill high patterns of discipline 

making the students technologically superior and ethically strong which 

involves the improvement in the quality of life in human race.

 
Mission   

 To achieve and impart holistic technical education using the best of 

infrastructure, outstanding technical and teaching expertise to establish 

the students into competent and confident engineers.

 Evolving the center of excellence through creative and innovative 

teaching learning practices for promoting academic achievement to 

produce internationally accepted competitive and world class 

professionals.



Course Objectives & Outcomes 

 
Course Objectives 

 TodeveloptheskillsnecessaryforUnixsystemsprogrammingincludingfilesystem 

programming, process and signal management, and interprocess communication. 

 

 Tomakeeffectiveuseof Unixutilities andShellscriptinglanguagesuchasbash. 

 Todevelop thebasic skillsrequired towritenetworkprograms usingSockets. 

 

 

 

CourseOutcomes 

 
AfterCompletion of thiscourseStudentswillbeableto 

 Studentswillbeabletouse Linuxenvironmentefficiently 

 

 Solveproblems usingbash forshell scripting 

 Workconfidentlyin Unix/Linuxenvironment 
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"Unit-I-LinuxUtilities" 

 

IntroductiontoLinux 

Linux is a Unix-like computer operating system assembled under the model of free and 

opensource software development and distribution. The defining component of Linux is the 

Linuxkernel, an operating system kernel first released 5 October 1991 by Linus Torvalds. 

A distribution oriented toward desktop use will typically include the X Window System and an 

accompanying desktop environment such as GNOME or KDE Plasma. Some such distributions 

may include a less resource intensive desktop such as LXDE or Xfce for use on older or less 

powerful computers. A distribution intended to run as a server may omit all graphical 

environments from the standard install and instead include other software such as the 

ApacheHTTP Server and an SSH server such as OpenSSH. Because Linux is freely 

redistributable, anyone may create a distribution for any intended use. Applications commonly 

used withdesktop Linux systems include the Mozilla Firefox web browser, the LibreOffice office 

application suite, and the GIMP image editor. 

History 

The Unix operating system was conceived and implemented in 1969 at AT&T's BellLaboratories 

in the United States by Ken Thompson, Dennis Ritchie,Douglas McIlroy, and JoeOssanna. It was 

first released in 1971 and was initially entirely written in assembly language, a common 

practiceat thetime. Later,in akeypioneeringapproach in 1973, Unix was re-writtenin the 

programming language C by Dennis Ritchie (with exceptions to the kernel and I/O). The 

availability of an operating system written in a high-level language allowed easier portability to 

different computer platforms. 

Programmingon Linux 

Most Linux distributions support dozens of programming languages. The original development 

tools used for building both Linux applications and operating system programs are found within 

the GNU toolchain, which includes the GNU Compiler Collection (GCC) and the GNU 

buildsystem. Amongst others, GCC provides compilers for Ada,C,C++,Java, and Fortran. 

Most distributions also include support for PHP, Perl, Ruby,Python and other dynamiclanguages. 

While not as common, Linux also supports C# (via Mono), Vala, and Scheme. A number of Java 

Virtual Machines and development kits run on Linux, including the original Sun Microsystems 

JVM (HotSpot), and IBM's J2SE RE, as well as many open-source projects like Kaffe and 

JikesRVM. 

 

LinuxAdvantages 

1. Lowcost:Youdon„tneedtospendtimeandmoneytoobtainlicensessinceLinuxand much of its 

software come with the GNU General Public License 

2. Stability:Linuxdoesn„tneedtoberebootedperiodicallytomaintainperformancelevels. 

3. Performance:Linuxprovidespersistenthighperformanceonworkstationsandon networks.. 

4. Networkfriendliness:Itcanperformtaskssuchasnetworkbackupsfasterandmore reliably than 

alternative systems. 

5. Flexibility:Linuxcanbeusedforhighperformanceserverapplications,desktopapplications, and 

embedded systems. 
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6. Compatibility:It runs allcommon Unixsoftware packages and can processallcommon file 

formats. 

7. Choice:ThelargenumberofLinux distributionsgivesyoua choice. 

8. Fast and easy installation: Most Linux distributions come with user-friendly 

installationand setup programs. 

9. Fulluseof harddisk: Linuxcontinuesworkwellevenwhentheharddiskisalmost full. 

10. Multitasking: Linux is designed to do many things at the same time; e.g., a large printing 

job in the background won„t slow down your other work. 

11. Security:Linuxisoneofthemostsecureoperatingsystems.―Walls‖andflexiblefile access 

permission systems prevent access by unwanted visitors or viruses. 

12. OpenSource:Ifyoudevelopsoftwarethatrequiresknowledgeormodificationofthe operating 

system code, Linux„s source code is at your fingertips. 

ThedifferencebetweenLinuxandUNIXoperatingsystems 

UNIX is copyrighted name only big companies are allowed to use the UNIX copyright andname, 

so IBM AIX and Sun Solaris and HP-UX all are UNIX operating systems. The OpenGroup 

holdsthe UNIX trademark in trust for the industry, and manages the UNIX trademark licensing 

program.Most UNIX systems are commercial in nature. 

Linuxis aUNIX Clone 

ButifyouconsiderPortableOperatingSystemInterface(POSIX)standardsthenLinuxcanbe considered 

as UNIX. To quote from Official Linux kernel README file: 

LinuxisaUnixclonewrittenfromscratchbyLinusTorvaldswithassistancefromaloosely-knit team of 

hackers across the Net. It aims towards POSIX compliance. 

LinuxIs Just a Kernel 

Linux is just a kernel. All Linux distributions includes GUI system + GNU utilities (such as cp, 

mv, ls,date, bash etc) + installation & management tools + GNU c/c++ Compilers + Editors (vi) 

+andvariousapplications(suchasOpenOffice,Firefox). 

Licenseandcost 

LinuxisFree(asinbeer[freedom]).YoucandownloaditfromtheInternetorredistributeit under GNU 

licenses. 

User-Friendly 

Security Firewall Software 

BackupandRecoverySoftware 

UNIX and Linux comes with different set of tools for backing up data to tape and other backup 

media. However, both of them sharesome common tools such as tar, dump/restore, and cpio etc. 

File Systems 

 Linuxbydefault supports anduse ext3 or ext4 filesystems. 

 UNIXcomeswithvariousfilesystemssuchasjfs,gpfs(AIX),jfs,gpfs(HP-UX),jfs,gpfs 

(Solaris). 

 

  

http://www.unix.org/
http://www.unix.org/
http://www.unix.org/
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SystemAdministration Tools 

1. UNIXcomeswithitsown toolssuchasSAMonHP-UX. 
2. SuseLinux comeswithYast 

3. RedhatLinux comeswithitsownguitoolscalledredhat-config-*. 

However,editingtextconfigfileandtypingcommandsaremostpopularoptionsforsysadmin work under 

UNIX and Linux. 

UNIXOperatingSystemNames LinuxDistributionNames 

Afewpopular names: Afewpopular names: 

1. HP-UX 1.RedhatEnterprise Linux 
2. IBMAIX 2.FedoraLinux 

3. Sun Solairs 3.DebianLinux 

4. MacOSX 4.SuseEnterpriseLinux 

5. IRIX 5.Ubuntu Linux 

FundamentaldifferencesbetweenLinuxandWindows #1: 

Full access vs. no access 

#2:Licensingfreedomvs.licensing restrictions 

#3:Onlinepeersupportvs.paidhelp-desksupport #4: 

Full vs. partial hardware support 

#5:Commandlinevs.nocommandline #7: 

Flexibility vs. rigidity 

#8:Fanboysvs.corporatetypes 

#9:Automatedvs.nonautomatedremovablemedia 

#10:Multilayeredrunlevelsvs.asingle-layeredrunlevel 

FileHandlingutilities: 

cat COMMAND: 

catlinuxcommandconcatenatesfilesandprintitonthestandardoutput. 

SYNTAX: 

 

 

  



 

 

 

LinuxProgramming  A.M. COLLEGE, GAYA 

OPTIONS: 

 -A Showall.  

-b Omitslinenumbers forblankspaceintheoutput. 

-e A$ characterwill beprinted attheendof each linepriorto anew line. 

-E Displaysa$ (dollarsign) at theendofeach line. 

-n Linenumbersfor alltheoutput lines. 

-s Ifthe outputhas multipleemptylinesit replacesitwithone emptyline. 

-T Displaysthetab charactersintheoutput. 

-v 
Non-printingcharacters(withtheexceptionoftabs,new-linesandform-feeds) are 

printed visibly. 

 
EXAMPLE: 

1. To Create a 

newfile:cat>fi

le1.txt 

Thiscommandcreatesanewfilefile1.txt.Aftertypingintothefilepresscontrol+d (^d) 

simultaneously to end the file. 

2. To Append data into 

thefile:cat>>file1.txt 

Toappenddataintothesamefileuseappendoperator>>towriteintothefile,else the file will 

be overwritten (i.e., all of its contents will be erased). 

3. Todisplay 

a file:cat 

file1.txt 

Thiscommand displaysthedatain the file. 

4. Toconcatenateseveralfilesanddisplay: 

cat file1.txt file2.txt 

The above cat command will concatenate the two files (file1.txt and file2.txt) and it 

will display the output in the screen. Some times the output may not fit the monitor 

screen. In such situation you can print those files in a new file or display the file 

using less command. 

catfile1.txtfile2.txt |less 

5. Toconcatenateseveralfilesandtotransfertheoutputto 

another file. cat file1.txt file2.txt > file3.txt 

Intheaboveexampletheoutputisredirectedtonewfilefile3.txt.Thecatcommand will 

create new file file3.txt and store the concatenated output into file3.txt. 

rmCOMMAND: 

rmlinux commandisusedtoremove/deletethe filefromthedirectory. 

SYNTAX: 

TheSyntax is rm[options..] [file |directory] 

 



 

 

OPTIONS: 

 

-f Removeallfiles ina directorywithout promptingthe user. 

-i 

Interactive.Withthisoption,rmpromptsforconfirmationbeforeremoving any 

files. 

 

-r(or)-R 

Recursively remove directories and subdirectories in the argument list. The 

directorywillbeemptiedoffilesandremoved.Theuserisnormally prompted for 

removal of any write-protected files which the directory contains. 

1. ToRemove/Delete a 

file: rm file1.txt 

Herermcommandwillremove/deletethe file file1.txt. 

2. To delete a 

directorytree:rm- 

ir tmp 

This rm command recursively removes the contents of all subdirectories of the tmp 

directory, prompting you regarding the removal of each file, and then removes the 

tmp directory itself. 

3. Toremovemorefiles 

at once rm file1.txt 

file2.txt 

rmcommandremoves file1.txtandfile2.txt filesatthesame time. 

cdCOMMAND: 

cdcommand isusedtochangethe directory. 

SYNTAX: 

The 

Syntaxis 

cd [directory|~|./|../|-] 

OPTIONS: 

-L Usethephysicaldirectorystructure. 

-P Forcessymboliclinks. 

1. cd linux-command 

Thiscommandwilltakeyoutothesub-directory(linux-command)fromitsparent 

directory. 

2. cd.. 

Thiswill changeto theparent-directoryfrom thecurrent workingdirectory/sub-directory. 

3. cd~ 

Thiscommand will moveto theuser's homedirectorywhich is "/home/username". 

cpCOMMAND: 

cp command copy files from one location to another. If the destination is an existing 

file,thenthefileisoverwritten;ifthedestinationisanexistingdirectory,thefileiscopied into the 

directory (the directory is not overwritten). 

SYNTAX: 

The 



 

 

Syntaxis 

cp[OPTIONS]...SOURCEDEST 

cp[OPTIONS]...SOURCE...DIRECTORY 

cp[OPTIONS]...--target-directory=DIRECTORYSOURCE... 

 

OPTIONS: 

-a sameas-dpR. 

-- 

backup[=CONTROL] 

makeabackup ofeachexistingdestination file 

-b like--backupbutdoesnotacceptanargument. 

-f ifanexistingdestinationfilecannotbeopened,removeitandtry again 

-p sameas--preserve=mode,ownership,timestamps. 

-- 
preserve[=ATTR_LIST] 

preserve the specified attributes (default: 

mode,ownership,timestamps) and security contexts, if possible 

additional attributes: links, all. 

--no- 

preserve=ATTR_LIST 

don'tpreservethespecifiedattribute. 

--parents appendsourcepathto DIRECTORY. 

EXAMPLE: 

1. Copytwo

files: 

cpfile1 

file2 

Theabove cp commandcopies thecontentoffile1.phpto file2.php. 

2. To backup the 

copied file: cp -b 

file1.phpfile2.php 

Backupoffile1.phpwillbecreatedwith'~'symbolas file2.php~. 

3. Copy folder and 

subfolders:cp-R 

scripts scripts1 

Theabove cp commandcopythefolderand subfoldersfrom scriptsto scripts1. 

 

ls COMMAND: 

lscommandliststhefilesanddirectoriesunder currentworkingdirectory. 

SYNTAX: 

TheSyntax is 

ls[OPTIONS]...[FILE] 

OPTIONS: 

-l Listsallthefiles,directoriesandtheirmode,Numberoflinks,ownerofthe file, file 

size, Modified date and time and filename. 

-t Listsinorderoflastmodificationtime. 

-a Listsallentries includinghidden files. 

-d Listsdirectoryfilesinstead of contents. 



 

 

  

-p Putsslash attheendofeach directories. 

-u Listinorderoflastaccesstime. 

-i Displayinodeinformation. 

-ltr Listfilesorder bydate. 

-lSr Listfilesorder byfilesize. 

EXAMPLE: 

1. Displayrootdirectory 

contents: ls / 

liststhecontentsofroot directory. 

2. Displayhiddenfilesand 

directories: ls -a 

listsallentriesincludinghiddenfilesanddirectories. 

3. Displayinodeinformation: 

ls -i 

7373073book.gif 

7373074clock.gif 

7373082globe.gif 

7373078 pencil.gif 

7373080 child.gif 

7373081 email.gif 

7373076 indigo.gif 

Theabove commanddisplaysfilenamewithinodevalue. 

lnCOMMAND: 

lncommandisusedtocreatelinktoafile(or)directory.Ithelpstoprovidesoft link for 

desired files. Inode will be different for source and destination. 

 

SYNTAX: 

The 

Syntaxis 

ln[options]existingfile(ordirectory)namenewfile(ordirectory)name 

 

OPTIONS: 

 

-f Linkfileswithoutquestioningtheuser,evenifthemodeoftargetforbids writing. This 

is the default if the standard input is not a terminal. 

-n Doesnotoverwriteexistingfiles. 

-s Usedtocreatesoftlinks. 

EXAMPLE: 

1. ln -s file1.txtfile2.txt 
Createsasymboliclinkto'file1.txt'withthenameof'file2.txt'.Hereinodefor 'file1.txt' and 

'file2.txt' will be different. 

2. ln-s niminimi1 

Createsasymbolic linkto 'nimi'withthenameof 'nimi1'. 



 

 

 

chown COMMAND: 

chowncommandisusedtochangetheowner/userofthefileordirectory.Thisisan admin 

command, root user only can change the owner of a file or directory. 

 

SYNTAX: 

TheSyntax is 

chown[options] newownerfilename/directoryname 

 

OPTIONS: 

-R Changethepermissiononfilesthatareinthesubdirectoriesofthedirectory that you 

are currently in. 

-c Changethepermissionforeachfile. 

-f 

Preventschownfromdisplayingerrormessageswhenitisunabletochange the 

ownership of a file. 

 

EXAMPLE: 

1. chownhioxtest.txt :Theownerof the'test.txt'fileisroot, Changeto new user hiox. 

2. chown-Rhiox test:Theownerofthe'test'directoryisroot,With -Roptionthe files and 

subdirectories user also gets changed. 

3. chown-chioxcalc.txt:Herechangethe owner forthespecific 'calc.txt'fileonly. 

 

chmodCOMMAND: 

chmodcommandallows you toalter/ Changeaccessrights tofilesanddirectories. 

 

FilePermissionisgivenforusers,groupandothersas, 
 

ReadWriteExecute 

User  

Group   

Others   
 

Permission 000 

SymbolicMode  

 

SYNTAX: 

TheSyntax is 

 

chmod[options][MODE]FileName 



 

 

  
 

File Permission OPTIONS: 
 

EXAMPLE: 

1. Toviewyourfileswithwhatpermission 

they are: ls -alt 

2. Thiscommandisusedtoviewyourfiles 

with what permission they are. 

3. Tomakeafilereadableandwritablebythegroupand 

others.chmod 066 file1.txt 

4. Toalloweveryonetoread, write,and executethefilechmod777 file1.txt 

mkdirCOMMAND:mkdircommandisusedtocreateoneormoredirectories. SYNTAX: 

TheSyntax is 
mkdir[options] directories 

OPTIONS: 

 

-m Settheaccessmodeforthenew directories. 

-p Createinterveningparent directoriesif theydon'texist. 

-v Printhelpmessageforeach directorycreated. 

EXAMPLE: 

1. Create 

directory: 

mkdirtest 

Theabove command isusedtocreate thedirectory'test'. 

2. Create directory and set 

permissions:mkdir-m666test 

Theabovecommandisusedtocreatethedirectory'test'andsetthereadandwrite 

permission. 

rmdirCOMMAND: 

rmdircommandisusedtodelete/remove adirectoryandits subdirectories. 

 
 Page9 

# FilePermission 

0 none 

1 executeonly 

2 writeonly 

3 writeandexecute 

4 readonly 

5 readand execute 

6 readand write 

7 setall permissions 

 

-c Displaysnamesofonly those 

files whose permissions are 

being 

changed 

-f Suppressmosterror 
messages 

-R Changefilesanddirectories 
recursively 

-v Outputversioninformation 
andexit. 

 



 

 

 
 

SYNTAX: 

TheSyntax is 
rmdir[options..] Directory 

OPTIONS: 

 

-p Allowusers toremove thedirectorydirname and itsparent directories which 
become empty. 

EXAMPLE: 

1. To delete/remove a 

directoryrmdir tmp 

rmdircommand will remove/delete thedirectorytmp if thedirectoryisempty. 

2. To delete a 

directorytree:rm- 

ir tmp 

This command recursively removes the contents of all subdirectories of the tmp 

directory, prompting you regarding the removal of each file, and then removes the 

tmp directory itself. 

 

mv COMMAND: 

mvcommandwhichisshortformove.Itisusedtomove/renamefilefromonedirectory to 

another. mv command is different from cp command as it completely removes the file from 

the source and moves to the directory specified, where cp command just copies the content 

from one file to another. 

SYNTAX: 

TheSyntax is 
mv[-f][-i] oldnamenewname 

OPTIONS: 

 

-f Thiswillnotpromptbeforeoverwriting(equivalentto--reply=yes).mv-fwill 

movethefile(s)withoutpromptingeven ifit iswritingoveranexisting target. 

-i Promptsbeforeoverwritinganotherfile. 

EXAMPLE: 

1. ToRename/Moveafile: 

mv file1.txt file2.txt 

Thiscommand renames file1.txt as file2.txt 

2. To move a 

directorymv 

hscriptstmp 

In the above line mv command moves all the files, directories and sub-directories 

from hscripts folder/directory to tmp directoryif the tmp directory already exists. If 

there is no tmp directory it rename's the hscripts directory as tmp directory. 

3. ToMovemultiplefiles/Morefilesintoanother 

directory mv file1.txt tmp/file2.txt newdir 

Thiscommandmovesthefilesfile1.txtfromthecurrentdirectoryandfile2.txtfrom the 

tmp folder/directory to newdir. 



 

 

 
 

diffCOMMAND: 

diffcommandisusedtofinddifferencesbetweentwo files. 

SYNTAX: 

TheSyntax is 
diff[options..]from-fileto-file 

OPTIONS: 

 

-a Treatall filesas textand comparethem line-by-line. 

-b Ignorechangesin amountofwhitespace. 

-c Usethe context output format. 

-e Makeoutput that isavalid ed script. 

-H Useheuristicstospeedhandlingoflargefilesthathavenumerousscattered small 

changes. 

-i Ignorechangesincase;considerupper- andlower-caseletters equivalent. 

-n 

PrintsinRCS-format,like-fexceptthateachcommandspecifiesthenumber of lines 

affected. 

-q 

OutputRCS-formatdiffs;like-fexceptthateachcommandspecifiesthe number of 

lines affected. 

-r Whencomparingdirectories, recursivelycompare anysubdirectoriesfound. 

-s Reportwhen twofiles arethe same. 

-w Ignorewhitespace whencomparinglines. 

-y Usethesidebysideoutputformat. 

EXAMPLE: 

Letscreatetwofilesfile1.txtandfile2.txt andletithavethefollowingdata. 

Datainfile1.txt Datainfile2.txt 

HIOXTEST 

hscripts.com 

withfriendship 

hiox india 

 

HIOX TEST 

HSCRIPTS.com 
withfriend ship 

1. Comparefilesignoringwhite 

space: diff -w file1.txt 

file2.txt 

Thiscommandwillcomparethefilefile1.txtwithfile2.txtignoringwhite/blank space 

and it will produce the following output. 

2c2 

<hscripts.com 

--- 

> HSCRIPTS.com 

4d3 

<Hioxindia.com 

2. Comparethe filessidebyside, ignoringwhite 



 

 

 
 

space: diff-byfile1.txtfile2.txt 

Thiscommandwillcomparethefilesignoringwhite/blankspace,Itiseasierto 

differentiate the files. 

HIOXTEST HIOXTEST 

hscripts.com | 

HSCRIPTS.com with friend 

ship  withfriend 

shipHioxindia.com < 

The third line(with friend ship) in file2.txt has more blank spaces, but still the -b 

ignores theblank spaceand does not show changes in theparticularline, -yprintout 

the result side by side. 

3. Compare the files 

ignoringcase.diff-iy 

file1.txt file2.txt 

Thiscommandwillcomparethefilesignoringcase(upper-caseandlower-case)and 

displays the following output. 

HIOXTEST HIOXTEST 

hscripts.com 

HSCRIPTS. 
com with friend ship | 

with friendship 

 

chgrp COMMAND: 

chgrpcommandisusedtochangethegroupofthefileordirectory.Thisisan admin 

command. Root user only can change the group of the file or directory. 

SYNTAX: 

TheSyntax is 

chgrp[options] newgroupfilename/directoryname 

OPTIONS: 

 

-R Changethepermissiononfilesthatareinthesubdirectoriesofthedirectory that 

you are currently in. 

-c Changethepermissionforeachfile. 

-f Force.Donotreport errors. 

 

Hioxindia.com < 

EXAMPLE: 

1. chgrphioxtest.txt 
Thegroupof 'test.txt'file isroot, Changetonewgroup hiox. 

2. chgrp-Rhioxtest 

Thegroupof'test'directoryisroot.With-R,thefilesanditssubdirectoriesalso changes to 

newgroup hiox. 

3. chgrp-chioxcalc.txt 

Theyabovecommandisusedtochangethegroupforthespecificfile('calc.txt')only. About 

wcShort for word count, wc displays a count of lines, words, and characters in a file. 



 

 

 
 

Syntax 

wc[-c| -m|-C][-l][-w][file...] 

-c Count bytes. 

-m Count characters. 

-C Sameas-m. 

-l Count lines. 

-w Count words delimited by white space characters or new line characters. 

DelimitingcharactersareExtendedUnixCode(EUC)charactersfromanycode set 

defined by iswspace() 

File Nameoffileto word count. 

Examples 

wcmyfile.txt -Displays informationaboutthefilemyfile.txt.Belowisan exampleofthe output. 

5 13 57myfile.txt  

5 = Lines 

13 = Words 

57 = Characters 

About split  

Splita fileinto pieces. 

Syntax 

split[-linecount|-llinecount] [-asuffixlength] [file[name]] split -b n 

[k | m] [ -a suffixlength ] [ file [name]] 

-linecount|-l 

linecount 

Numberoflinesineachpiece.Defaultsto1000 lines. 

-a 

suffixlength 

Use suffixlength letters to form the suffix portion of the filenames of the splitfile. 

If -a is not specified, the default suffix length is 2. If the sum of the name 

operandandthesuffixlength option-argumentwould createafilenameexceeding 

NAME_MAXbytes,anerrorwillresult;splitwillexitwithadiagnostic message and 

no files will be created. 

-bn Splitafileintopiecesnbytesinsize. 

-bn k Splitafileintopiecesn*1024bytesinsize. 

-bn m Splitafileintopiecesn*1048576bytesinsize. 

File Thepathnameoftheordinaryfiletobesplit. Ifnoinputfileisgivenorfileis -, the standard 

input will be used. 

Name The prefix to be used for each of the files resulting from the split operation. If no 

nameargumentisgiven,xwillbeusedastheprefixoftheoutputfiles.The combined length 

of the basename of prefix and suffixlength cannot exceed NAME_MAX bytes; see 

OPTIONS. 

  

   

   

   

  

 

 

 



 

 

 

 
 

 

Examples 

split-b22newfile.txtnew -wouldsplitthefile"newfile.txt"intothreeseparatefiles called 

newaa, newab and newac each file the size of 22. 

split-l300file.txtnew-wouldsplitthefile"newfile.txt"intofilesbeginningwiththe name "new" 

each containing 300 lines of text each 

Aboutsettimeandtouch 

Changefileaccess andmodification time. 

Syntax 

touch[-a][-c][-m][-rref_file|-ttime 
] filesettime[-fref_file]file 

 -a Changetheaccesstimeoffile.Do notchangethe modification timeunless-m is 
alsospecified. 

 

-c Donot createaspecifiedfileifit does notexist. Do not writeanydiagnostic 
messagesconcerningthis condition. 

-m Changethemodificationtimeoffile.Donotchangetheaccesstimeunless -ais also 

specified. 

-rref_file Usethe correspondingtimesofthe filenamed byref_fileinstead of the current 

time. 

-ttime Use the specified time instead of the current time. time will be a decimal number 

of the form: 

[[CC]YY]MMDDhhmm [.SS] 

MM   -  The  month   of   the  year  [01-

12].DD  - The  day of  the month  [01-

31].hh -  The  hour  of  the   day  [00-

23].mm  - The minute   of   the  hour  [00-

59].CC-Thefirsttwodigitsof      the  year. YY - The 

second two digits of the year. 

SS -Thesecond ofthe minute [00-61]. 

-fref_file Usethe correspondingtimes ofthefilenamed byref_fileinstead of the current 
time. 

File Apath nameofafilewhosetimes areto be modified. 

 
Examplessettime

myfile.txt 

Setsthefilemyfile.txtasthecurrenttime/ date. 

touch newfile.txt 

Createsafileknownas"newfile.txt",ifthefiledoesnotalreadyexist.Ifthefilealready exists the 

accessed / modification time is updated for the file newfile.txt 

About comm 

Selectorrejectlines commontotwo files. 

Syntax 

comm[-1][-2][-3 ] file1file2 

 



 

 

  

-1 Suppresstheoutputcolumn of linesuniqueto file1. 

-2 Suppresstheoutputcolumn of linesuniqueto file2. 

-3 Suppresstheoutputcolumnof linesduplicatedinfile1and file2. 

file1 Nameofthe first fileto compare. 

file2 Nameofthe secondfileto compare. 

 

Examples 

 

commmyfile1.txt myfile2.txt 

Theabove examplewouldcomparethetwo filesmyfile1.txtand myfile2.txt. 

Processutilities: 

ps COMMAND: 

pscommand isusedtoreport theprocess status.ps istheshort nameforProcess Status. 

SYNTAX: 

The 
Synta 

xisps 

[optio 

ns] 

 

OPTIONS: 

-a List information about all processes most frequently requested: all those 

exceptprocessgroupleadersandprocessesnotassociatedwithaterminal.. 

-Aore Listinformationfor allprocesses. 

-d Listinformationaboutall processesexceptsession leaders. 

-e Listinformation abouteveryprocess now running. 

-f Generatesafulllisting. 

-j PrintsessionIDandprocessgroup ID. 

-l Generatealonglisting. 

EXAMPL 

E: 

1. ps 

Output: 

PIDTTY TIME CMD 
2540 pts/1 00:00:00bash 

2621 pts/1 00:00:00 ps 

Inthe above example,typingpsalonewouldlist thecurrentrunningprocesses. 

2. ps-f 

Output: 

UID PIDPPIDCSTIMETTY TIMECMD 
nirmala254025360 15:31 pts/1 00:00:00 bash 

nirmala263925400 15:51 pts/1 00:00:00ps-fDisplaysfullinformationabout 

currently running processes. 



 

 

 
 

kill COMMAND: 

killcommand isused to killthebackground process. 

SYNTAX: 

TheSyntax is kill[-s][-l]%pid 

OPTIONS: 

-s Specifythesignal to send. Thesignal maybegiven as a signal nameornumber. 

-l Writeall valuesofsignalsupported bytheimplementation,if nooperand isgiven. 

-pid Processidorjob id. 

-9 Forceto killaprocess. 

EXAMPLE: 

StepbyStepprocess: 

 Openaprocessmusic 

player. xmms 

pressctrl+zto stopthe process. 

 Toknowgroupidorjobidofthe 

background task. jobs -l 

 Itwilllistthe backgroundjobswith itsjobidas, 

 xmms3956 

kmail 3467 

 To kill a job or 

process.kill3956 

killcommandkillsorterminatesthebackground processxmms. 

Aboutnice 

Invokesacommandwithanalteredschedulingpriority. 

Syntax 

nice[-increment|-nincrement]command[argument...] 

-increment|- 

n increment 

increment must be in the range 1-19; if not specified, an increment of 10 is 

assumed. An increment greater than 19 is equivalent to 19. 

The super-user may run commands with priority higher than normal by using a 

negative increment such as -10. A negative increment assigned by an 

unprivileged user is ignored. 

command Thenameofacommandthatistobeinvoked.Ifcommandnamesanyof the special built-

in utilities, the results are undefined. 

argument Anystringto be suppliedas an argument when invoking command. 

Examples 

nice +13 pico myfile.txt - runs the pico command on myfile.txt with an increment of +13. 

AboutatSchedulesacommandtoberanataparticulartime,suchasaprintjoblateatnight. 

Syntax 

at executescommandsata specified time. 



 

 

  

atq liststheuser'spendingjobs,unlesstheuseristhesuperuser;inthatcase,everybody'sjobs 

arelisted.Theformatoftheoutputlines(onefor eachjob)is:Jobnumber,date,hour,job class. 

atrm deletesjobs, identified bytheirjob number. 

batch executescommandswhensystemloadlevelspermit;inotherwords,whentheload average 

drops below 1.5, or the value specified in the invocation of atrun. 

at[-c|-k|-s][-ffilename][-qqueuename][-m]-ttime[date][-l][-r] 

 

-c Cshell. csh(1)is usedto executetheat-job. 

-k Kornshell. ksh(1)is used toexecute theat-job. 

-s Bourneshell. sh(1)is used to execute theat-job. 

-ffilename Specifiesthefilethat containsthecommandto run. 

-m Sendsmailoncethecommandhasbeenrun. 

-l Liststhecommandsthat havebeensettorun. 

-r Cancelsthecommandthatyouhavesetinthepast. 

Examples 

at-m01:35< atjob=Runthecommandslisted inthe'atjob'fileat1:35AM,inadditionall output 

that is generated fromjob mail to theuserrunningthetask.When this command has been 

successfully enter you should receive a prompt similar to the below example. commands

 will be executed using 

/bin/cshjob1072250520.aatWedDec2400:22:002003 

at-l=Thiscommandwilllisteachofthescheduledjobsasseen below. 

1072250520.a Wed Dec 24 00:22:00 2003 

at-r1072250520.a=Deletesthe jobjust created.or 

atrm23=Deletesjob 23. 

If youwishtocreateajobthatisrepeated youcouldmodifythefilethatexecutesthe 

commandswithanothercommandthatrecreatesthejoborbetter yetusethe crontab 

command. 

Note:Performingjusttheatcommandatthepromptwillgiveyouanerror"Garbled Time", 

this is a standard error message if no switch or time setting is given. 

Filters: 

moreCOMMAND: 

morecommandisusedtodisplaytextintheterminalscreen. Itallowsonly backward 

movement. 

 

SYNTAX:more[options]filename 

http://www.computerhope.com/unix/ucrontab.htm
http://www.computerhope.com/unix/ucrontab.htm
http://www.computerhope.com/unix/ucrontab.htm


 

 

 
 

OPTIONS: 

-c Clearscreenbefore displaying. 

-e Exitimmediatelyafter writingthe last line ofthe last filein theargument list. 

-n Specifyhow manylinesareprinted in the screen foragiven file. 

+n Startsupthefilefromthegivennumber. 

EXAMPLE: 

1. more-cindex.php 
Clearsthescreenbefore printingthefile. 

2. more-3index.php 

Printsfirst threelines of thegiven file.PressEntertodisplaythefileline byline. 

headCOMMAND: 

headcommandisusedtodisplaythefirsttenlinesofafile,andalsospecifieshowmany lines to 

display. 

SYNTAX: 

head[options]filename 

OPTIONS: 

-n Tospecifyhow manylinesyouwant to display. 

-nnumber 

Thenumberoption-argumentmustbeadecimalintegerwhosesignaffects the 

location in the file, measured in lines. 

-c number 

Thenumberoption-argumentmustbeadecimalintegerwhosesignaffects the 

location in the file, measured in bytes. 

EXAMPLE: 

1. head index.php 
Thiscommand printsthe first 10lines of 'index.php'. 

2. head-5index.php 

Theheadcommanddisplaysthe first5linesof 'index.php'. 

3. head-c5index.php 

Theabove commanddisplaysthe first5charactersof'index.php'. 

tail COMMAND: 

tailcommandisusedtodisplaythelastorbottompartofthefile.Bydefaultitdisplays last 10 

lines of a file. 

SYNTAX:tail[options]filename 

OPTIONS: 

-l To specifytheunits oflines. 

-b To specifytheunits ofblocks. 

-n Tospecifyhow manylinesyouwant to display. 

-c number 

Thenumberoption-argumentmustbeadecimalintegerwhosesignaffectsthe location 

in the file, measured in bytes. 

-nnumber 

Thenumberoption-argumentmustbeadecimalintegerwhosesignaffectsthe location 

in the file, measured in lines. 



 

 

 
 

EXAMPLE: 

1. tail index.php 
Itdisplaysthe last10 linesof'index.php'. 

2. tail-2 index.php 

Itdisplaysthelast2linesof 'index.php'. 

3. tail-n 5 index.php 

Itdisplaysthelast5linesof 'index.php'. 

4. tail-c5 index.php 

Itdisplaysthelast5charactersof 'index.php'. 

cutCOMMAND: 

cutcommandisusedtocutoutselectedfieldsofeachlineofafile.Thecutcommand uses 

delimiters to determine where to split fields. 

SYNTAX:cut[options] 

OPTIONS: 

-c Specifiescharacter positions. 

-b Specifiesbyte positions. 

-dflags Specifiesthedelimitersandfields. 

EXAMPLE: 

1. cut-c1-3 text.txt 

Output:Thi 

Cutthefirstthreeletters fromtheaboveline. 
2. cut-d,-f1,2text.txt 

Output:Thisis,an exampleprogram 

Theabovecommand isusedto splitthe fields usingdelimiterandcutthefirst two fields. 

paste COMMAND: 

pastecommandisusedtopastethecontentfromonefiletoanotherfile.Itisalsoused to set 

column format for each line. 

SYNTAX:paste[options] 

OPTIONS: 

-s Pasteonefileata timeinsteadof in parallel. 

-d ReusecharactersfromLISTinsteadofTABs. 

EXAMPLE: 

1. pastetest.txt>test1.txt 
Pastethecontent from 'test.txt'fileto'test1.txt'file. 

2. ls|paste---- 

Listallfilesanddirectories infourcolumnsforeach line. 

sort COMMAND: 

sort command is usedto sort thelines in a text file. 

SYNTAX:sort[options]filename 

OPTIONS: 

-r Sortsinreverseorder. 

-u Iflineis duplicated displayonlyonce. 

-ofilename Sendssorted outputto a file. 

 



 

 

 
 

EXAMPLE: 

1. sort test.txt 
Sortsthe'test.txt'fileandprintsresultinthe screen. 

2. sort-rtest.txt 

Sortsthe'test.txt'fileinreverseorder and printsresult inthescreen. 

Aboutuniq 

Reportorfilterout repeatedlines ina file. 
Syntax:uniq[-c|-d|-u ][-ffields][-schar][-n][+m][input_file[output_file]] 

-c Precedeeachoutputlinewithacountofthenumberoftimesthelineoccurredin the input. 

-d Suppressthewritingof linesthat arenot repeated in theinput. 

-u Suppressthewritingof linesthat are repeated intheinput. 

-f 

fields 

Ignore the first fields fields on each input line when doing comparisons, where fields is 

a positive decimal integer. A field is the maximal string matched by the basic regular 

expression: [[:blank:]]*[^[:blank:]]* 

If fields specifies more fields than appear on an input line, a null string will be used for 

comparison. 

-s 

char 
Ignore the first chars characters when doing comparisons, where chars is a positive 

decimal integer. If specified in conjunction with the -f option, the first chars characters 

after the first fields fields will be ignored. If chars specifies more characters thanremain 

on an input line, a null string will be used for comparison. 

-n Equivalentto -ffields withfields setto n. 

+m Equivalentto-schars withcharssetto m. 

input 
_file 

Apath nameofthe inputfile.Ifinput_file is notspecified,oriftheinput_fileis- 
,thestandard inputwill be used. 

output_ 

file 

Apath nameof theoutput file.If output_fileis notspecified,thestandard output 
willbeused.Theresults areunspecifiedifthefilenamedbyoutput_fileisthefilenamed 

byinput_file. 

Examples 

uniqmyfile1.txt>myfile2.txt-Removesduplicatelinesinthefirstfile1.txtandoutputs the 

results to the second file. 

trTranslatecharacters. 

Syntax:tr[-c][-d][-s][string1][string2] 

-c Complementthe setof charactersspecifiedbystring1. 

-d Deleteall occurrencesof input charactersthat arespecifiedbystring1. 

-s Replaceinstancesofrepeatedcharacterswithasingle character. 

string1 Firststringor charactertobechanged. 

string2 Secondstringorcharacter tochangethe string1. 

Examples 

echo "12345678 9247" | tr 123456789 computerh - this example takes an echo response 

of '12345678 9247' and pipes it through the tr replacing the appropriate numbers with the 

letters. In this example it would return computer hope. 

tr-cd'\11\12\40-\176'<myfile1>myfile2-thisexamplewouldtakethefilemyfile1and strip all 

non printable characters and take that results to myfile2. 



 

 

 
 

GeneralCommands: 

date COMMAND: 

datecommandprintsthe dateandtime. 

SYNTAX: 

TheSyntax is 
date[options][+format] [date] 

OPTIONS: 

-a 
Slowlyadjustthetimebysss.fffseconds(fffrepresentsfractionsofasecond). This 

adjustment can be positive or negative.Only system admin/ super user can 

adjust the time. 

-sdate- 

string 

Setsthetimeanddatetothevaluespecfiedinthedatestring.Thedatestrmay contain 

the month names, timezones, 'am', 'pm', etc. 

-u Display(or set) thedate in GreenwichMeanTime (GMT-universal time). 

Format: 

 

EXAMPLE: 

1. datecommanddate:TheabovecommandwillprintWedJul2310:52:34IST2008 

2. Tousetabspace: date+"Dateis%D%tTimeis%T" 

Theabove command willremovespaceandprintasDateis07/23/08Timeis 10:52:34 

3. Toknowtheweeknumberoftheyear,date-V The 

above command will print 30 

4. Tosetthedate,date -s"10/08/2008 11:37:23" 

Theabove commandwillprintWedOct0811:37:23IST2008 

whoCOMMAND: 

whocommandcanlistthenamesofuserscurrentlyloggedin,theirterminal,thetimethey have been 

logged in, and the name of the host from which they have logged in. 

 

SYNTAX:who[options][file] 

OPTIONS: 

ami Printtheusername oftheinvokinguser, The 'am'and 'i'must bespaceseparated. 

-b Printstimeoflastsystemboot. 

-d printdeadprocesses. 

-H Printcolumnheadingsabovethe output. 

-i 
IncludeidletimeasHOURS:MINUTES.Anidletimeof.indicatesactivity within the 

last minute. 

 

%a Abbreviated weekday(Tue). 

%A Full weekday(Tuesday). 

%b Abbreviatedmonth name(Jan). 

%B Fullmonthname(January). 

%c Country-specificdateandtime 

format. 

%D Dateintheformat%m/%d/%y. 

%j Juliandayofyear(001-366). 

 

%n Insertanew line. 

%p Stringtoindicatea.m.orp.m. 

%T Timein theformat %H:%M:%S. 

%t Tab space. 

%V Weeknumberinyear(01-52); start 

week on Monday. 

 



 

 

 

 
 

 

-m Sameaswhoami. 

-q Printsonlythe usernames andthe usercount/total noof users logged in. 

-T,-w Includeuser'smessagestatusintheoutput. 

EXAMPLE: 

1. who-uH 

Output: 

NAME LINE TIME IDLE PIDCOMMENT 
hiox ttyp3 Jul 1011:08. 4578 

Thissampleoutputwasproducedat11a.m.The"."indiacatesactivitywithinthelast minute. 

2. whoami 

whoamicommandprintstheuser name. 

echo COMMAND: 

echocommandprintsthe giveninputstringtostandard output. 

 

SYNTAX:echo[options..][string] 

OPTIONS: 

 

 

 

 

Without-E,thefollowingsequencesarerecognizedand interpolated: 

 

\NNN thecharacter whoseASCIIcodeis NNN (octal) 

\a alert(BEL) 

\\ backslash 

\b backspace 

\c suppresstrailingnewline 

\f formfeed 

\n newline 

\r carriagereturn 

\t horizontal tab 

\v verticaltab 

EXAMPLE: 

1. echo command 

echo "hscriptsHioxIndia" 

Theabove command willprintashscriptsHioxIndia 

2. To usebackspace: 

-n donot outputthetrailing newline 

-e enableinterpretationofthebackslash-escapedcharacterslisted below 

-E disableinterpretationof thosesequencesin STRINGs 

 



 

 

 

 
 

 

echo-e"hscripts\bHiox \bIndia" 

Theabove command willremovespaceandprintashscriptsHioxIndia 

3. Tousetabspaceinechocommand 

echo -e "hscripts\tHiox\tIndia" 

Theabove commandwill printas hscripts Hiox India 

passwd COMMAND: 

passwdcommandisusedtochangeyourpassword. 

SYNTAX:passwd[options] 

OPTIONS: 

-a Showpasswordattributesforall entries. 

-l Lockspasswordentryforname. 

-d 
Deletespasswordforname.Theloginnamewillnotbepromptedfor password. 

-f 
Forcetheusertochangepasswordatthenextloginbyexpiringthepassword for 

name. 

EXAMPLE: 

1. passwd 
Enteringjustpasswdwouldallowyoutochangethepassword.Afterenteringpasswd you will 

receive the following three prompts: 

CurrentPassword: 

New Password: 

ConfirmNewPassword: 

Eachofthesepromptsmustbeenteredcorrectlyforthepasswordtobesuccessfully changed. 

pwd COMMAND: 

pwd-PrintWorkingDirectory.pwdcommandprintsthe fullfilenameofthecurrentworking 

directory.SYNTAX: pwd [options] 

OPTIONS: 

-P Thepathnameprintedwill notcontainsymbolic links. 

-L Thepathnameprinted maycontainsymbolic links. 

EXAMPLE: 

1. Displaysthecurrentworkingdirectory. 

pwd 

If youareworkinginhomedirectorythen,pwdcommanddisplaysthecurrentworking directory 

as /home. 

calCOMMAND: 

cal command is used to displaythecalendar. 

SYNTAX:cal[options][month][year] OPTIONS: 

-1 Displayssinglemonthas output. 

-3 Displaysprev/current/nextmonthoutput. 

-s Displays sundayasthe first dayof theweek. 

 



 

 

 

 
 

 

-m Displays Mondayasthe first dayof theweek.  

-j DisplaysJuliandates(daysone-based,numbered fromJanuary1). 

-y Displaysa calendarforthecurrentyear. 

EXAMPLE: 

1. cal 

Output: 

September2008 
SuMo Tu WeTh Fr Sa 

123456 

7 8 9 10 11 12 13 

14 15 16 17 18 19 20 

21 22 23 24 25 26 27 

28 29 30 

calcommanddisplays thecurrentmonth calendar. 

2. cal-352008 

Output: 

April2008 May2008 June2008 
SuMo Tu WeTh Fr SaSu Mo Tu WeTh Fr SaSu Mo Tu WeTh Fr Sa 

12345 1 2 3 1 2 3 4 5 6 7 

6 7 8 9 10 11 12 4 5 6 7 8 9 10 8 9 10 11 12 13 14 

13 14 15 16 17 18 1911 12 13 14 15 16 1715 16 17 18 19 20 21 

20 21 22 23 24 25 2618 19 20 21 22 23 2422 23 24 25 26 2728 

27 28 29 30 25 26 27 28 29 30 31 29 30 

Herethe cal commanddisplaysthe calendar ofApril,MayandJunemonthof year 2008. 

login Command 

Signsintoanewsystem. 
Syntax:login [-p][-ddevice][-h hostname|terminal |-r hostname][name[environ]] 

Examples 

logincomputerhope.com -Wouldattempttologintothecomputerhopedomain. 

unamecommand 

Printnameofcurrent system. 

Syntax 

uname[-a] [-i][-m] [-n][-p][-r][-s][-v][-X][-S systemname] 
 

-a Print basic information currentlyavailablefrom thesystem. 

-i Printthenameofthehardwareimplementation (platform). 

-m Printthemachinehardwarename(class).Useof thisoptionisdiscouraged; use 
uname-pinstead. 

-n Printthenodename(thenodenameis thename bywhich thesystem isknown to 
acommunications network). 

-p Printthecurrenthost's ISAorprocessortype. 

-r Printtheoperatingsystemrelease level. 

-s Printthenameofthe operatingsystem. Thisis thedefault. 

-v Printtheoperatingsystem version. 



 

 

  

 
 

 
 

Examples 

uname-arv 

Listthebasicsysteminformation,OSrelease,andOSversionasshownbelow. SunOS 

hope 5.7 Generic_106541-08 sun4m sparc SUNW,SPARCstation-10 uname -p 

Displaythe Linuxplatform. 

SED: 

Whatis sed? 
 Anon-interactivestream editor 

 Interpretssedinstructionsandperforms actions 
 Usesedto: 

⚫ Automaticallyperformedits onfile(s) 

⚫ Simplifydoingthe sameedits on multiplefiles 

⚫ Writeconversion programs 

 

 

sedcommand syntax 

 

sedOperation 

 

  



 

 

  

 
 

 
 

HowDoessed Work? 
 sedreadslineofinput 

⚫ lineof input is copied intoa temporarybuffer called patternspace 

⚫ editingcommandsareapplied 

 subsequentcommandsareappliedtolineinthepatternspace,notthe 

original input line 

 oncefinished,lineissenttooutput 

(unless –n option was used) 

⚫ lineis removedfrom patternspace 

 sedreadsnextlineofinput,untilendoffile 

Note: input file is unchanged 

sedinstructionformat 
 addressdetermines which lines intheinput filearetobe processed bythecommand(s) 

⚫ ifnoaddress isspecified,thenthecommandis appliedto eachinputline 
 addresstypes: 

⚫ Single-Lineaddress 

⚫ Set-of-Linesaddress 

⚫ Rangeaddress 

⚫ Nestedaddress 
Single-Line Address 

 Specifiesonlyoneline inthe inputfile 

⚫ special:dollarsign($)denotes last lineof inputfile 
Examples: 

⚫ show onlyline3 
sed-n-e'3p'input-file 

⚫ show onlylastline 
sed-n-e'$p'input-file 

⚫ substitute―endif‖with―fi‖ online 10 

sed-e'10s/endif/fi/'input-file 

 

  



 

 

  

 
 

 
 

Set-of-LinesAddress 

 useregularexpressiontomatch lines 

⚫ writtenbetweentwoslashes 

⚫ process onlylines thatmatch 

⚫ maymatch severallines 

⚫ lines mayormaynotbeconsecutives 

Examples: 

sed-e‘/key/s/more/other/’input-file 

sed -n -e ‘/r..t/ p’ input-file 

RangeAddress 
 Definesasetofconsecutivelines 

Format: 

start-addr,end-addr (inclusive) 

Examples: 

10,50 line-number,line-number 

10,/R.E/  line-number,/RegExp/ 

/R.E./,10 /RegExp/,line-number 

/R.E./,/R.E/ /RegExp/,/RegExp/ 

Example:RangeAddress 

%sed-n-e‘/^BEGIN$/,/^END$/p’input-file 

 PrintlinesbetweenBEGINandEND,inclusive 

BEGIN Line3of inputEND 

Line1 ofinput Line4 ofinput 

Line2 ofinput Line5 ofinput 

NestedAddress 

 Nestedaddresscontained withinanotheraddress 

Example: 

printblanklinesbetweenline20and 30 

20,30{ 

/^$/ p 

} 

Addresswith! 

 addresswithanexclamation point(!): 

instructionwill beapplied toall lines thatdo notmatch the address 

Example: 

printlinesthatdo notcontain ―obsolete‖ 

sed-e‘/obsolete/!p’input-file 

sed commands 
 

 

 

 

  



 

 

  

 
 

 
 

 

Line Number 

 linenumbercommand(=) writesthecurrent linenumberbeforeeach matched/outputline 

Examples: 

sed-e'/Two-thirds-time/='tuition.data sed 

-e '/^[0-9][0-9]/=' inventory 

modifycommands 
 

 

 

InsertCommand:i 
 addsoneor morelines directlyto theoutput beforetheaddress: 

⚫ inserted―text‖neverappearsinsed„spatternspace 

⚫ cannotbeusedwitharangeaddress;canonlybeusedwiththesingle-lineandset- of-lines 
address types 

Syntax: 

[address]i\ 

text 

AppendCommand:a 
 addsoneor morelines directlyto theoutput after theaddress: 

⚫ Similartotheinsertcommand(i),appendcannotbeusedwitharange address. 

⚫ Appended―text‖doesnotappearinsed„spatternspace. 

Syntax: 

[address]a\ 

text 

ChangeCommand:c 

 replacesanentirematchedlinewithnew text 
 acceptsfouraddress types: 

⚫ single-line,set-of-line,range, andnestedaddresses. 

Syntax: 

[address1[,address2]]c\ 

text 

DeleteCommand:d 
 deletestheentirepattern space 

⚫ commandsfollowingthedeletecommandareignoredsincethedeletedtextisno longer 
in the pattern space 

Syntax:[address1[,address2]]d 

SubstituteCommand(s) 

Syntax:[addr1][,addr2]s/search/replace/[flags] 
 replacestext selected bysearch stringwith replacementstring 

 searchstringcanbe regular expression 

flags:  global(g), i.e.replacealloccurrences 

 

  



 

 

 

 
 

 

specificsubstitutioncount(integer),default1 

RegularExpressions:usewithsed 

SubstitutionBackReferences 
 

Example:ReplacementString& 

$catdatafile 

CharlesMain 3.0 .98 3 34 

SharonGray 5.3 .97 5 23 

$sed -e‘s/[0-9][0-9]$/&.5/’ datafile 

CharlesMain 3.0 .98 3 34.5 

SharonGray 5.3 .97 5 23.5 

 

Transform Command (y) 
Syntax:[addr1][,addr2]y/a/b/ 

⚫ translatesonecharacter'a'toanother'b' 

⚫ cannotuseregularexpressionmetacharacters 

⚫ cannotindicate arangeof characters 

⚫ similarto―tr‖command 

PatriciaHemenway 4.0 .7 4 17 

TB Savage 4.4 .84 5 20 

AMMain Jr. 5.1 .94 3 13 

MargotWeber 4.5 .89 5 9 

AnnStephens 5.7 .94 5 13 

 

PatriciaHemenway 4.0 .7 4 17.5 

TB Savage 4.4 .84 5 20.5 

AMMain Jr. 5.1 .94 3 13.5 

MargotWeber 4.5 .89 5 9 

AnnStephens 5.7 .94 5 13.5 

 



 

 

  

 
 

 
 

Example: 

$sed-e‘1,10y/abcd/wxyz/’datafile sed 

i/o commands 
 

 

Input(next)Command:nandN 
 Forcessedtoread thenextinputline 

⚫ Copiesthecontents ofthepattern spaceto output 

⚫ Deletesthecurrentlineinthepattern space 

⚫ Refillsitwiththenextinput line 

⚫ Continueprocessing 
 N(uppercase) Command 

⚫ addsthenextinputlineto thecurrentcontentsofthepattern space 

⚫ usefulwhen applyingpatterns to twoormorelines at thesametime 

OutputCommand:pandP 
 PrintCommand (p) 

⚫ copiestheentire contentsofthepatternspacetooutput 

⚫ willprintsamelinetwiceunlesstheoption―–n‖isused 
 Printcommand: P 

⚫ printsonlythe first lineof thepatternspace 

⚫ printsthe contents ofthepattern spaceup to and includinganew line character 

⚫ anytext followingthefirst newline is notprinted 

ListCommand (l) 
 Thelist command:l 

⚫ showsspecialcharacters(e.g.tab,etc) 

 Theoctal dump command(od -c)canbeused toproducesimilar result 

Hold Space 

 temporarystorage area 
usedto savethe contentsof thepattern space 

 4commandsthatcanbeusedtomovetextbackandforthbetweenthepatternspaceand the hold 

space: 

h,H 

g, G 

Filecommands 

 allowstoreadandwritefrom/to filewhileprocessingstandardinput 
 read:r command 

 write:wcommand 

 

ReadFilecommand 

Syntax: r filename 

⚫ queuethe contentsof filenameto beread andinserted intothe outputstream at 

theend ofthe currentcycle, orwhen thenext inputlineisread 
 iffilenamecannot beread,it istreated asifit werean emptyfile, without 

 

  



 

 

 

 
 

 
 

anyerrorindication 

⚫ singleaddressonly 

WriteFilecommand Syntax: 

w filename 
⚫ Writethepatternspacetofilename 
⚫ Thefilename will becreated (ortruncated)before the firstinput lineisread 

⚫ allwcommandswhichrefertothesamefilenameareoutputthroughthesame FILE 
stream 

BranchCommand(b) 

 Changetheregularflowofthecommandsinthescriptfile 
Syntax: [addr1][,addr2]b[label] 

⚫ Branch(unconditionally)to‗label„orendofscript 

⚫ If ―label‖ is supplied, execution resumes at the line following :label; otherwise, 
control passes to the end of the script 

 Branchlabel 

:mylabel 

Example: The quit (q) 

CommandSyntax:[addr]q 

⚫ Quit(exit sed)when addr isencountered. 

Example:Displaythefirst 50 lines andquit 

%sed-e’50q’datafile 

Same as: 

% sed-n-e‘1,50p’datafile 

%head -50 datafile 

AWK 

Whatis awk? 

 createdby:Aho,Weinberger,andKernighan 
 scriptinglanguageusedformanipulatingdataandgeneratingreports 
 versionsofawk 

⚫ awk,nawk,mawk,pgawk,… 

⚫ GNUawk:gawk 

Whatcan you dowithawk? 
 awkoperation: Usefulfor: 

⚫ scans a filelinebyline ⚫ transformdatafiles 

⚫ splitseachinput lineintofields ⚫ produceformattedreports 

⚫ comparesinputline/fieldsto Programming constructs: 

pattern ⚫ formatoutput lines 

⚫ performsaction(s)onmatchedlines ⚫ arithmeticandstringoperations 

⚫ conditionalsand loops 

 TheCommand:awk 

 

   



 

 

  

 
 

 
 

Basic awkSyntax 

 awk[options]‘script’file(s) 

 awk[options]–fscriptfilefile(s) 

Options: 

-F tochangeinputfield separator 
-f tonamescriptfile 

Basic awkProgram 

 consistsofpatterns&actions: 
pattern{action} 

⚫ ifpatternismissing,action isappliedtoalllines 

⚫ ifactionismissing,the matchedlineisprinted 

⚫ musthaveeitherpattern oraction 

Example: 
awk'/for/'testfile 

⚫ printsalllinescontainingstring―for‖intestfile 

BasicTerminology:input file 
 Afield is aunitof data in aline 

 Eachfield isseparatedfromtheotherfields bythefieldseparator 

⚫ defaultfieldseparatoriswhitespace 

 Arecordis thecollectionoffields inaline 
 Adata fileis madeup ofrecords 

 

ExampleInputFile 

 
Buffers 

 

 
awksupportstwotypesofbuffers: 

recordand field 

 
 fieldbuffer: 

⚫ oneforeachfieldsinthecurrent record. 

⚫ names:$1, $2, … 

 recordbuffer: 

 

  



 

 

 

 
 

 

⚫ $0holds theentirerecord 
SomeSystemVariables 

FS Fieldseparator (default=whitespace) 

 

RS Recordseparator(default=\n) 

 

NF Numberoffieldsin currentrecord 

 

NR Numberofthe currentrecord 

 

OFS Outputfieldseparator(default=space) 

ORS Outputrecordseparator(default=\n) 

FILENAME Current filename 
 

Example:RecordsandFields 

%catemps 
 

TomJones 4424 5/12/66 543354 

MaryAdams 5346 11/4/63 28765 

Sally Chang 1654 7/22/54 650000 

Billy Black 1683 9/23/44 336500 

%awk'{printNR,$0}'emps 

1 TomJones 4424 5/12/66 543354 

2MaryAdams 5346 11/4/63 28765 

3 Sally Chang1654 7/22/54 650000 

4 BillyBlack1683 9/23/44 

Example:Spaceas FieldSeparator 

336500 

%cat emps  

TomJones 4424 5/12/66 543354 

MaryAdams 5346 11/4/63 28765 

Sally Chang 1654 7/22/54 650000 

Billy Black 1683 9/23/44 336500 

% awk'{printNR,$1,$2,$5}'emps 

1 TomJones 543354 

2 MaryAdams28765 

3 Sally Chang650000 

4 Billy Black 336500 

Example:ColonasFieldSeparator 

%catem2 

TomJones:4424:5/12/66:543354 

MaryAdams:5346:11/4/63:28765 

SallyChang:1654:7/22/54:650000 

Billy Black:1683:9/23/44:336500 

%awk-F:'/Jones/{print$1,$2}'em2 

Tom Jones 4424 



 

 

  

 
 

 
 

awkScripts 

 awkscripts aredivided intothreemajorparts: 
 

 

 commentlinesstartwith # 
 BEGIN:pre-processing 

⚫ performsprocessingthatmustbecompletedbeforethefileprocessingstarts(i.e., 
before awk starts reading records from the input file) 

⚫ usefulforinitializationtaskssuchastoinitializevariablesandtocreatereport 

headings 
 BODY:Processing 

⚫ containsmainprocessinglogicto be appliedtoinputrecords 

⚫ likealoopthat processes inputdataonerecordatatime: 

 ifafilecontains100records,thebodywillbeexecuted100times,onefor each 

record 
 END:post-processing 

⚫ containslogictobe executedafterallinput datahavebeen processed 

⚫ logicsuchasprintingreportgrandtotalshouldbeperformedinthispartofthe script 

Pattern/ActionSyntax 
 

 
 

CategoriesofPatterns 

 

 

 

 

 

 

 

 

ExpressionPatterntypes 

 

  



 

 

  

 
 

 
 

 match 

⚫ entireinputrecord 
regularexpressionenclosedby‗/„s 

⚫ explicitpattern-matchingexpressions 

~(match),!~ (notmatch) 
 expressionoperators 

⚫ arithmetic 

⚫ relational 

⚫ logical 

Example:matchinputrecord 

%catemployees2 

TomJones:4424:5/12/66:543354 

MaryAdams:5346:11/4/63:28765 

SallyChang:1654:7/22/54:650000 

Billy Black:1683:9/23/44:336500 

% awk –F: '/00$/' employees2 

SallyChang:1654:7/22/54:650000 

Billy Black:1683:9/23/44:336500 

Example:explicitmatch 

%catdatafile 

northwestNW CharlesMain 3.0 .98 3 34 

westernWE SharonGray 5.3 .97 523 

southwestSW Lewis Dalsass 2.7 .8 218 

southernSO SuanChin 5.1 .95 415 

southeastSE PatriciaHemenway4.0 .7 4 17 

 

 

 

 

 

 

 

 

 

Examples:matchingwithREs 

%awk'$2!~/E/{print$1, $2}' 

datafile %awk'/^[ns]/{print$1}'datafile 

northwestNW northwest 

southwest SW southwest 

southernSO southernsoutheast 

northNO northeastnorth 

centralCT 

 

  

 

easternEA TB Savage 4.4 .84 5 20 

northeast NE AMMain 5.1 .94 3 13 

north NO Margot Weber 4.5 .89 5 9 

centralCT AnnStephens 5.7 .94 5 13 

%awk'$5~/\.[7-9]+/'datafile 
   

southwestSW Lewis Dalsass 2.7 .8 218 

centralCT AnnStephens 5.7 .94 5 13 

 



 

 

 

 
 

 

ArithmeticOperators 

 Operator Meaning Example 

+ Add x+y 

- Subtract x–y 

* Multiply x*y 

/ Divide x/y 

% Modulus x%y 

 ̂ Exponential x^y 

Example: 

%awk'$3*$4 >500{print$0}'file 

Relational Operators 

Operator Meaning Example 

< Less than x<y 

<= Lessthan orequal x<=y 

== Equalto x==y 

!= Notequalto x!=y 

> Greaterthan x>y 

>= Greaterthanorequalto x>=y 

~ Matchedbyregexp x~ /y/ 

!~ Not matched byreqexp x!~ /y/ 

Logical Operators 

Operator Meaning Example 

&& LogicalAND a&&b 

|| LogicalOR a||b 

! NOT !a 

Examples: 

%awk '($2> 5)&&($2<= 15) {print$0}'file 

%awk '$3== 100||$4> 50'file 

Range Patterns 

 Matchesrangesof consecutiveinputlines 

Syntax: 

pattern1,pattern2 {action} 

 pattern can beanysimplepattern 

 pattern1turnsactionon 

 pattern2turnsactionoff 

Range Pattern Example 

 

 

awkActions 



 

 

  

 
 

 

 
awkexpressions 

 Expressionisevaluatedandreturns value 

⚫ consistsofanycombinationofnumericandstringconstants,variables,operators, 
functions, and regular expressions 

 Caninvolvevariables 

⚫ Aspartofexpression evaluation 

⚫ Astargetofassignment 

awkvariables 

 Auser candefine anynumberof variables withinan awkscript 
 Thevariablescanbenumbers,strings,orarrays 

 Variablenamesstart withaletter, followedbyletters, digits,andunderscore 

 Variablescomeintoexistencethefirsttimetheyarereferenced;therefore,theydonot need to 

be declared before use 

 Allvariablesareinitiallycreatedasstringsandinitializedtoanullstring ―‖ 

Format:variable = expression 

Examples:% awk'$1~ /Tom/ 

{wage= $3 * $4;print wage}' filename 

% awk '$4 == "CA" {$4 = "California"; print $0}' filename 

awk assignment operators 

= assignresultofright-hand-sideexpressionto 

left-hand-side variable 

++ Add 1 to variable 

-- Subtract1from variable 

+= Assignresultof addition 

-= Assignresultof subtraction 

*= Assignresultof multiplication 

/= Assignresultof division 

%= Assignresultofmodulo 

^= Assignresultof exponentiation 

Awkexample 

 File:grades {total = $2 + $3+ $4 +$5 + 

john 85 92 78 94 88 $6 

andrea89 9075 90 86 avg= total/ 5 

jasper84 88 80 9284 print$1,avg } 

 awkscript:average Run as: 

#averagefivegrades awk–f average grades 

 

  



 

 

  

 
 

 
 

OutputStatements 

print 

print easyand simpleoutput 

printf 

printformatted(similartoCprintf) 

sprintf 

formatstring(similarto C sprintf) 

Function:print 

 Writesto standard output 
 Outputis terminated byORS 

⚫ defaultORSis newline 

 If called withno parameter,itwillprint$0 
 Printedparameters areseparated byOFS, 

⚫ defaultOFSisblank 
 Printcontrolcharactersareallowed: 

⚫ \n\f\a\t \\… 

printexample 

%awk'{print}'grades 

john 85 92 78 94 88 

andrea89 9075 90 86 

%awk'{print$0}'grades john 

85 92 78 94 88 

andrea89 9075 90 86 

%awk'{print($0)}'grades 

john 85 92 78 94 88 

andrea89 9075 90 86 

Redirectingprint output 

 Printoutputgoestostandardoutput 

unlessredirectedvia: 

> ―file‖ 
>> ―file‖ 

|―command‖ 

 will open fileor command onlyonce 

> 
subsequentredirections append toalreadyopenstream

 printExample 

%awk'{print$1,$2>"file"}'grades 

% 

cat file 

john 85 

andrea89 % awk'{print$1,$2|"sort"}'grades 

jasper84 andrea89 

jasper84 

john 85 

 

  



 

 

 

 
 

 

printf:Formattingoutput 
Syntax:printf(format-string,var1,var2,…) 

⚫ workslikeCprintf 

> 
⚫ each formatspecifier in―format-string‖requiresargument of matchingtype 

Formatspecifiers 

%d,%i decimalinteger 
%c singlecharacter 

%s stringofcharacters 

%f floatingpointnumber 

%o octalnumber 

%x hexadecimal number 

%e scientificfloatingpointnotation 

%% theletter―%‖ 

Formatspecifierexamples 
 

Given:x =‗A„, y=15,z=2.3,and$1=Bob Smith 

PrintfFormatSpecifier Whatit Does 

%c printf("Thecharacteris%c\n", x) 

 
output:Thecharacteris A 

%d printf("Theboyis %d years old\n", y) 
output:Theboy is15years old 

%s printf("Mynameis%s \n", $1) 
output:My nameis Bob Smith 

%f printf("zis%5.3f\n",z) 
output:zis 2.300 

Formatspecifiermodifiers 

 between ―%‖andletter 

%10s %7d %10.4f %-20s 
 meaning: 

⚫ widthoffield,fieldisprintedright justified 

⚫ precision:numberofdigitsafterdecimal point 

⚫ ―-‖willleftjustify 

⚫  
sprintf:Formattingtext 

Syntax: 
sprintf(format-string,var1,var2,…) 

⚫ Workslikeprintf,butdoesnotproduce output 

⚫ Insteaditreturnsformattedstring 

Example: 

{ 

text=sprintf("1:%d–2:%d",$1,$2) print 

text 

} 



 

 

  

 
 

 
 

awkbuiltinfunctions 

tolower(string) 

 returnsacopyofstring,witheach upper-casecharacterconverted to lower-case. 

> 
Nonalphabeticcharacters areleft unchanged. 
Example:tolower("MiXeDcAsE123") 

returns"mixedcase123" 

toupper(string) 

> 
returnsacopyofstring,witheach lower-casecharacterconverted toupper-case. 
awkExample:listof products 

103:swaybar:49.99 
112:boat cover:120.00 

101:propeller:104.99104:fishing 
109:transom:199.00 

line:0.99113:premiumfish 
110:pulley:9.88105:mirror:4.99 

bait:1.00106:cupholder:2.49 
108:wheel:49.99111:lock:31.00 

107:cooler:14.89 
102:trailerhitch:97.95 

awkExample:outputMarinePartsRUsMaincatalog 

Part-id name price 

====================================== 

101 propeller 104.99 

102 trailerhitch 97.95 

103 swaybar 49.99 

104 fishingline 0.99 

105 mirror 4.99 

106 cupholder 2.49 

107 cooler 14.89 

108 wheel 49.99 

109 transom 199.00 

110 pulley 9.88 

111 lock 31.00 

112 boatcover 120.00 

113 premiumfish bait 1.00 

====================================== 

Cataloghas 13 parts 

awkExample: 

completeBEGIN{ 

FS= ":" 

print"MarinePartsRUs" 

print "Main catalog" 

print"Part-id\tname\t\t\tprice" 

print "======================================"} 

{printf("%3d\t%-20s\t%6.2f\n", $1, $2, $3) count++}END { 

print"======================================" 

print"Cataloghas " count"parts" } 

 

  



 

 

  

 
 

 
 

awkArray 

 awkallowsone-dimensionalarraystostorestringsornumbers 
 index can benumberorstring 
 arrayneed not bedeclared 

⚫ its size 

⚫ its elements 
 arrayelements arecreated whenfirst used 

⚫ initializedto 0or―‖ 

Arraysin awk 

Syntax:arrayName[index] = value 

Examples: 

list[1] = "one" 

list[2]="three" 

list["other"]="ohmy!" 

Illustration:AssociativeArrays 

 awkarrayscanusestringasindex 
 

 

Awk builtin split function 

split(string,array,fieldsep) 
⚫ dividesstringintopiecesseparatedbyfieldsep,and storesthepiecesin array 

⚫ ifthefieldsepis omitted, thevalue ofFS isused. 

Example: 

split("auto-da-fe",a,"-") 

 setsthecontents of thearrayaas follows: 

a[1]= "auto" 

a[2]= "da" 

a[3]= "fe" 

Example:processsalesdata 

 inputfile: 

 

 

 

 

 

 output: 

⚫ summaryofcategorysales 

 

  



 

 

  

 
 

 
 

 

Illustration:processeachinputline 
 

 
 

Illustration:processeachinputline 
 

 

Summary:awk program 

 
Example:completeprogram 

%catsales.awk 

{ 

deptSales[$2]+=$3 

}END

{ 

for(x indeptSales) 

 

  



[Type text] [Type text] [Type text] 

 

  

 
 

 
 

print x, deptSales[x] 

} 

%awk–fsales.awksales 

Awkcontrolstructures 
 Conditional 

⚫ if-else 
 Repetition 

⚫ for 

 with counter 
 with arrayindex 

⚫ while 

⚫ do-while 

also:break, continue 

ifStatement 

Syntax: Example: 

if (conditional expression) if ( NR < 3 ) 

statement-1  print$2 

else else 

statement-2 print $3 

forLoopSyntax: 

for(initialization;limit-test;update)statement 

Example: 

for(i = 1; i <= NR; i++) 

{ 

total+=$i 

count++ 

} 

forLoopforarrays 

Syntax: 

for(varinarray) 

statement 

Example: 

for(x indeptSales) 

{ 

print x, deptSales[x] 

} 

WhileLoop 

Syntax: 

while(logicalexpression) statement 

Example: 

i = 1 

while(i<=NF) 

 

  



[Type text] [Type text] [Type text] 

 

  

 
 

 
 

{ 

printi,$ii++ 

} 

do-whileLoop 

Syntax: 

do 

statementwhile (condition) 

 statementisexecutedatleastonce, evenif conditionisfalseatthebeginning 

Example: 

i = 1 do { 

print$0i++ 

}while(i <= 10) 

loopcontrolstatements 

 break 

 

  



 

 

 
 

ShellProgramming 

The shell has similarities to the DOS command processor Command.com (actually Dos was 
design as a poor copy of UNIX shell), it's actually much more powerful, really a programming 
language in its own right. 

Ashellisalwaysavailableoneventhemost basicUNIXinstallation.Youhavetogothroughthe shell to 

get other programs to run. You can write programs using the shell. You use the shell to 
administrate your UNIX system. For example: 

ls-al | more 

is a short shell program to get a long listing of the present directory and route the output through 
the more command. 

Whatis a Shell? 

Ashellisaprogramthatactsastheinterfacebetween youandtheUNIXsystem,allowing you to 
enter commands for the operating system to execute. 

 

Herearesome commonshells. 

 

Introduction-Workingwith BourneShell 

•  The Bourne shell, or sh, was the default Unix shell of Unix Version 7. It was 

developed by Stephen Bourne, of AT&T Bell Laboratories. 

•  A Unix shell, also called "the command line", provides the traditional user 

interface for the Unix operating system and for Unix-like systems. Users direct the 

operation of the computer by entering command input as text for a shell to execute. 

• Therearemanydifferentshells in use. Theyare 

– Bourneshell (sh) 

– C shell (csh) 

– Kornshell(ksh) 

BourneAgainshell (bash) 

•  When we issue a command the shell is the first agency to acquire the 

information. Itacceptsandinterpretsuserrequests.Theshellexamines&rebuildsthe 

commands &leaves the execution work to kernel. The kernel handles the h/w on 

behalf of these commands &all processes in the system. 



 

 

 
 

•  Theshell is generallysleeping. It wakes up when an input is keyed in at theprompt. 

This input is actually input to the program that represents the shell. 

Shellresponsibilities 

1. ProgramExecution 

2. VariableandFilename Substitution 

3. I/ORedirection 

ProgramExecution: 

4. Pipeline Hookup 

5. EnvironmentControl 

6. InterpretedProgrammingLanguage 

•  Theshell is responsible forthe execution ofall programs that you request from 

your terminal. 

•  Eachtimeyoutypeinalinetotheshell,theshellanalyzesthelineandthen determines 

what to do. 

•  Thelinethat is typed to theshell is knownmore formallyas thecommand line. The 

shell scans this command lineand determines the name ofthe program to beexecuted and 

what arguments to pass to the program. 

•  Like anyother programminglanguage,theshell lets you assignvaluesto variables. 

Whenever you specifyone of these variables on the command line, preceded bya dollar sign, 

the shell substitutes the value assigned to the variable at that point. 

•  It is the shell's responsibility to take care of input and output redirection on the 

command line. It scans the command line for the occurrence of the special redirection 

characters <, >, or >>. 

• Just as the shell scans the command line looking for redirection characters, it also 

looks for the pipe character |. For each such character that it finds, it connects the 

standard output from the command preceding the | to the standard input of the one 

following the |. It then initiates execution of both programs. 

EnvironmentControl: 

• The shell provides certain commands that let you customize yourenvironment. 

Your environment includes home directory, the characters that the shell displays to 

prompt you to type in a command, and a list of the directories to be searched 

whenever you request that a program be executed. 

InterpretedProgrammingLanguage: 

•  The shell has its own built-in programming language. This language is interpreted, 

meaning that the shell analyzes each statement in the language one line at a time and then 

executesit. This differs fromprogramminglanguages such as C and FORTRAN,in which 

theprogrammingstatementsaretypicallycompiledintoamachine-executableformbefore they 

are executed. 

•  Programs developed in interpreted programming languages are typically easier to 

debug and modify than compiled ones. However, they usually take much longer to 

execute than their compiled equivalents. 

PipesandRedirection 

Pipesconnectprocessestogether.TheinputandoutputofUNIXprogramscanbe redirected. 



 

 

 
 

RedirectingOutput 

The>operatorisusedtoredirectoutputofaprogram.Forexample: ls -l > 

lsoutput.txt 

redirectstheoutputofthelistcommandfromthescreentothefilelsoutput.txt. To 

0append to a file, use the >> operator. 

ps>>lsoutput.txt 

RedirectingInput 

Youredirectinputbyusingthe<operator.Forexample: more < 

killout.txt 

Pipes 

We can connect processes together using the pipe operator ( | ). For example, the 

following program means run the ps program, sort its output, and save it in the file 

pssort.out 

ps|sort >pssort.out 

The sort command will sort the list of words in a textfile into alphbetical order according 
to the ASCII code set character order. 

HereDocuments 

Aheredocumentisaspecialwayofpassinginputtoacommandfrom ashellscript. The 
document starts and ends with the same leader after <<. 

For example: 

#!/bin/sh 

cat<thisisahere 

document 

!FUNKY! 
 

 

HowIt Works 

Itexecutes theheredocumentas ifitwereinput commands. 

RunningaShell Script 
You can type in a sequence of commands and allow the shell to execute them interactively, or 

youu can sotre these commands in a file which you can invoke as a program. 

 

InteractivePrograms 
Aquickwayoftryingoutsmallcodefragmentsistojusttypeintheshellscriptonthe command line. 
Here is a shell program to compile only files that contain the string POSIX. 



 

 

 
 

TheShellasaProgrammingLanguage Creating 

a Script 

Tocreate ashellscript first useatext editorto create afilecontainingthecommands. 

Forexample,typethefollowingcommandsandsavethemas first.sh 

 

Note: commandsstartwitha #. 

Theline 

#!/bin/sh 

isspecial andtells thesystem to usethe /bin/shprogram toexecute this program. 

The command 

exit0 

Causesthescript program to exitand return avalue of0,which means therewerenot errors. 

 

Makinga Script Executable 

Therearetwo waysto executethescript.1)invoketheshellwiththenameofthescriptfileas a parameter, 
thus: 

/bin/sh first.sh 

Or2)changethemodeofthescripttoexecutableandthenafterexecuteitbyjusttypingits name. 

chmod+xfirst.sh 

first.sh 

Actually,youmayneedtotype: 

./first.sh 

tomakethe fileexecute unles thepath variablehasyour directoryin it. 

ShellSyntax 

ThemodernUNIXshellcanbeusedtowritequitelarge,structured programs. 

Shellmetacharacters 
Theshellconsistsoflargeno.ofmetacharacters.ThesecharactersplaysvitalroleinUnix programming. 

Typesofmetacharacters: 

1. Filesubstitution 
2. I/Oredirection 

3. Processexecution 

4. Quoting metacharacters 

5. Positional parameters 



 

 

 
 

6. Special characters 

7. Commandsubstitution 

Filenamesubstitution: 

Thesemetacharactersareusedtomatchthefilenamesina directory. 

Metacharacter significance 

* matches anyno. ofcharacters 

? matchesasinglecharacter 

[ijk] matchesasinglecharactereitheri,j,k 

[!ijk] matchesasinglecharacterthatisnotanI,j,k 

ShellVariables 
Variablesaregenerallycreatedwhen youfirstusethem.Bydefault,allvariablesareconsidered and 
stored as strings. Variable names are case sensitive. 

 

◻  Ucandefine&usevariablesbothinthecommandlineandshellscripts.These variables are 
called shell variables. 

◻ Notypedeclaration is necessarybeforeu can useashell variable. 

◻  Variables provide the ability to storeand manipulate the information with in the 
shellprogram. The variables are completely under the control of user. 

◻ VariablesinUnixareoftwo types. 

1) User-definedvariables:Generalizedform: 

variable=value. 

Eg:$x=10 

$echo$x 

10 

◻ Toremoveavariableuseunset.$unset x 

◻  All shell variables are initialized to null strings by default. To explicitly set null values 

use 

x= orx=„‟ or x=“” 

◻ Toassignmultiwordstringstoavariableuse$msg=„uhaveamail‟ 

2) EnvironmentVariables 

◻  Theyareinitialized when the shell script starts and normallycapitalized to distinguish 
them from user-defined variables in scripts 

◻ Todisplayallvariables in thelocal shell andtheirvalues, typethesetcommand 

◻ Theunsetcommandremoves thevariablefromthecurrentshell andsub shell 



 

 

 
 

 

EnvironmentVariables Description 

$HOME Homedirectory 

$PATH 

Listofdirectoriestosearchfor 

commands 

$PS1 Commandprompt 

$PS2 Secondaryprompt 

$SHELL Currentloginshell 

$0 Nameof theshellscript 

$# No.ofparameterspassed 

$$ ProcessIDof theshellscript 

CommandsubstitutionandShellcommands: 

read: 
The read statement is a tool for taking input from the user i.e. making scriptsinteractive. 
It is used with one or more variables. Input supplied through the standard input is read 
into these variables.◻ 

$readname 

Whateveruenteredisstoredinthevariablename. 

printf:Printfisusedtoprintformatted o/p. 

printf "format" arg1 arg2 ... 

Eg:$printf"Thisisanumber:%d\n"10 This 

is a number: 10 



 

 

r: 

◻ 

◻ 

◻ 

 
 

$ 

Printfsupportsconversionspecificationcharacterslike%d,%s,%x,%o….Exitstatusofa command: 
Every command returns a value after execution .This value is called the exit status 
orreturn value of a command. 
This value is said to be true if the command executes successfully and false if it fails.◻

 There is special parameter used by the shell it is the $?. It stores the exit status 
ofacommand.◻ 

exit:  
The exit statement is used to prematurely terminate a program. When this statement is 
encountered in a script, execution is halted and control is returned to the calling 
program- in most cases the shell. 

◻  U don‟t need to place exit at the end of everyshell script because the shell knows when 
script execution is complete.◻ 

set: 

 Setisusedtoproducethelistofcurrentlydefinedvariables.◻$set 

 Setisusedtoassignvaluestothepositionalparameters.◻$setwelcometoUnix 

Thedo-nothing(:)Command 

Itisanullcommand.◻ 
In some older shell scripts, colon was used at the start of a line to introduce a comment, 
but modern scripts uses # now. 

exp 
Theexprcommand evaluatesitsarguments asan expression:◻ 

$ expr8 + 6◻ 
◻ 14 
◻ $x=`expr12/ 4` 

$echo$x◻ 
export: 

Thereisawaytomakethevalueofavariableknowntoasubshell,andthat'sby exporting it with 
the export command. The format of this command is◻ 

exportvariables 
where variables is the list of variable names that you want exported. For any sub shells 
that get executed from that point on, the value of the exported variables will be passed 
down to the sub shell.◻ 

eval: 

 evalscansthecommandlinetwicebeforeexecutingit.Generalformforevaliseval 

command-line◻ 

Eg: 

$catlast 
evalecho \$$# 

$lastonetwothreefour four 

${n} 

Ifusupplymorethannineargumentstoaprogram,ucannotaccessthetenthandgreater arguments with 
$10, $11, and so on. 

${n}mustbeused.Soto directlyaccessargument10,youmust write 

${10} 



 

 

 
 

 

Shift command: 
The shift command allows u to effectivelyleft shift your positional parameters. If u execute the 
command 

Shift 
whateverwaspreviouslystoredinside$2willbeassignedto$1,whateverwaspreviously stored in $3 
will be assigned to $2, and so on. The old value of $1 will be irretrievably lost. 

TheEnvironment-EnvironmentVariables 
Itcreatesthevariablesalutation,displaysitsvalue,andsomeparametervariables. 

•  When a shell starts, some variables are initialized from values in the environment. Here 
is a sample of some of them. 

ParameterVariables 
• Ifyourscriptisinvokedwithparameters,someadditionalvariablesare created. 

Quoting 
Normally, parameters are separated by white space, such as a space. Single quot marks can be 
used to enclose values containing space(s). Type the following into a file called quot.sh 



 

 

 
 

makesureto makeitexecutablebytypingthecommand: 

< chmoda+x 

quot.shTheresultsof executingthefileis: 

HowIt Works 
The variable myvar is created and assigned the string Hi there. The content of the 
variable is displyed using the echo $. Double quotes don't effect echoing the value. 
Single quotes and backslash do. 

Thetest,or []Command 
Here is how to check for the existance of the file fred.c using the test and using 
the [] command. 

 

 

 

 

 

 

 

 
Youcanevenplacethethenonthesamelineastheif,ifyouuaddasemicolon before the word 
then. 

 

Herearetheconditontypesthatcanbeusedwiththetestcommand.Therearestring comparison. 

 

Therearearithmetic comparison. 



 

 

 
 

Therearefileconditions. 

Control Structures 

Theshell has aset ofcontrolstructures. 

if 

Theifstatementisvarysimilarotherprogramminglanguagesexceptitendswithafi. if 

condition 

then 

 

 

 

 

elif 

else 

fi 

statements 

statements 

theelifisbetterknownas"elseif".Itreplacestheelsepartofanifstatementwith another if 
statement. You can try it out by using the following script. 

#!/bin/sh 

echo"Isitmorning?Pleaseansweryesorno" read 

timeofday 

if[$ti0meofday="yes"] 

then 

echo "Good morning" 

elif[ $timeofday="no"]; then 

echo"Goodafternoon" 

echo "Sorry, $timeofday not recognized. Enter yes or no" 

exit 1 fi 

exit0 

HowIt Works 

Theabovedoes a secondtest on thevariable timeofdayif it isn't equal toyes. 

AProblemwith Variables 

If avariable issetto null,thestatement 
if[ $timeofday= "yes"] 

looks like 

if[ ="yes"] 

which is illegal. This problem can be fixed by using double quotes around the variable 
name. if [ "$timeofday" = "yes" ] 

for 

Theforconstruct is used forloopingthrougharangeof values, which canbeanyset ofstrings. 



 

 

 
 

Thesyntax is: 

forvariableinvalues 

do 

statements 

done 

Tryout thefollowing script: 

#!/bin/sh 

forfooinbarfud43 do 

echo$foo 

done 

exit0 

Whenexecuted, theoutput should be: 
bar 

fud0 

43 

HowIt Works 
Theaboveexamplecreatesthevariablefooandassignsitadifferentvalueeachtime around the for 
loop. 

HowIt Works 
Hereisanotherscriptwhichusesthe$(command)syntaxtoexpandalisttochap3.txt, chap4.txt, and 
chap5.txt and print the files. 

#!/bin/sh 

forfilein$(lschap[345].txt);do 

lpr $file 

done0 

while 
While loops will loop as long as some condition exist. OF course something in the body 

statements of the loop should eventually change the condition and cause the loop to exit. 
Here is the while loop syntax. 

whileconditiondo 

statements 

done 
Hereisawhilloopthatloops20times. 

#!/bin/sh 

foo=1 

while["$foo"-le20] do 

 

done 

exit0 

HowIt Works 

echo"Herewegoagain"fo

o=$(($foo+1)) 

Theabovescriptusesthe[]commandtotestfoofor<=thevalue20.Theline foo=$(($fo0o+1)) 

incrementsthevalueoffoo eachtime theloop executes.. 

until 

Theuntilstatement loopsuntilaconditionbecomes true! 



 

 

 
 

Its syntaxis: 

untilcondition 

do 

statements 

done 

Hereis a script usinguntil. 

#!/bin/sh 

untilwho|grep"$1">/dev/null do 

Sl0eep60 
done 

 

 

 

 

case 

#nowringthebellandannouncetheexpecteduser. echo -e 

\\a 

echo"****$1hasjustlooggedin****" exit 0 

Thecasestatementallowsthetestingofavariableformorethenonevalue.Thecase statement ends 
with the word esac. Its syntax is: 

casevariablein 

pattern[|pattern]...)statements;; 

pattern[|pattern] ...) statements;; 

... 
esac 

Hereis a samplescript usingacasestatement: 

#!/bin/sh 
echo"Isitmorning?Pleaseansweryesorno" read 

timeofday 

case"$timeofday"in 
"yes") echo "Good Morning";; 

"no")echo"GoodAfternoon";; 

0"y" ) echo "Good Morning";; 

"n" ) echo "Good Afternoon";; 

*)echo"Soory,answer notrecognized";; 

esac 
exit0 

Thevalueinthevaraibletimeofdayiscomparedtovariousstrings.Whenamatchis made, the 
associated echo command is executed. 

Hereisacasewheremultiplestringsaretestedatatime,todothesomeaction. case 

"$timeofday" in 

"yes"|"y"|"yes"|"YES")echo"goodMorning";; "n"* | 
"N"* ) <echo "Good Afternoon";; 

*)<echo"Sorry,answernot recognized";; 

0esac 

 

HowIt Works 

Theabovehassever stringstestedforeach possible statement. 
Hereisacasestatement thatexecutes multiplestatements foreach case. 



 

 

 
 

 

case"$timeofday"in 

"yes" | "y" | "Yes" | "YES" ) 

echo"GoodMorning" 

echo "Upbrightand earlythismorning" 

;; 
 

 

 

 

 

 

 

 

esac 

HowIt Works 

[nN]*) 

 

*) 

echo"GoodAfternoon" 

;; 

 

echo"Sorry,answernotrecognized" 

echo "Please answer yes or noo"exit 

1 

;; 

Whenamatchisfoundtothevariablevalueoftimeofday,allthestatementsuptothe 

;;are executed. 

Arithmeticinshell 
The$((...))isabetteralternativetotheexprcommand,whichallowssimple arithmetic 
commands to be processed. 

x=$(($x+1)) 

ParameterExpansion 

Using{}aroundavariabletoprotectitagainstexpansion. #!/bin/sh 

foriin12 do 

my_secret_process${i}_tmp 

done 
Herearesomeof theparameter expansion 

HowIt Works 

Thetryit outexercise uses parameterexpansion to demonstratehowparameter expansion works. 



 

 

ShellScriptExamples 

Example 

#!/bin/sh 
echo"Isitmorning?(Answeryesorno)" read 

timeofday 

if[$timeofday="yes"]; then 

echo"GoodMorning"else 

echo"Goodafternoon" 

fiexit

0 

elif-Doing further Checks 

#!/bin/sh 
echo"Isitmorning?Pleaseansweryesorno" read 

timeofday 

if[$timeofday="yes"];then 

echo"Good Morning" 

elif[$timeofday="no"];then 

echo"Goodafternoon" 

else 

 

 

 

 

fi 

 

echo"Wronganswer!Enteryesorno" exit 1 

exit0 

exit0 

InterruptProcessing-trap 

Thetrap commandis usedforsecifyingtheactionsto takeon receiptof signals. 

It syntax is: 

trapcommandsignal 

Here are some of the signals. 

 

HowIt Works 
The try it out section has you type in a shell script to test the trap command. It creates afile 
and keeps saying that it exists until youu cause a control-C interrupt. It does it all again. 



 

 

 

 

 
 

 

Functions 

Youcandefinefunctionsintheshell.Thesyntaxis: 

function_name () { 

statements 
}0 

Hereisa samplefunctionandits execution. 
#!/bin/sh 

foo() { 

echo"Functionfoois executing" 

} 

echo"scriptstarting"fo

o 

echo"scriptended" exit 
0 

HowIt Works 
When the above script runs, it defines the funcion foo, then script echos script 
starting, then it runs the functions foo which echos Function foo is executing, then 

it echo script ended. 

Hereisanothersamplescriptwithafunctioninit.Saveitasmy_name 

#!/bin/sh 

yes_or_no(){ 

echo"Parametersare$*" while 
true 

do 

echo-n"Enteryesorno" 

read x 

0case"$x"in 

y|yes)return0;; 

n|no)return 1;; 

*)echo "Answeryesor no" 

esac 
done } 

echo"Originalparametersare$*" if 

yes_or_no "IS your naem $1"then 

echo"Hi$1" 

else 

echo"Never mind" 
fi0exit

0 

HowItWorksWhenmy_nameisexecutewiththestatement: my_name 

Rick and Neil 

givestheoutput of: 

OriginalparametersareRickandNeil 

Parameters are Is your name Rick 

                                 
Enteryesorno 
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Commands 

Youcanexecutenormalcommandandbuilt-incommandsfromashell script. 
Built-in commands are defined and only run inside of the script. break 

Itisusedtoescapefromanenclosingfor,whileoruntilloopbeforethecontrolling condition has 
been met. 

The:CommandThecoloncommandis anull command.It canbeused foran aliasfor true.. 

Continue 
The continue command makes the enclosing for, while, or until loop continue 
at the next iteration. 

TheCommand 

Thedotcommand executesthecommand inthecurrent shell: 
. shell_script 

echo 
Theechocommandsimplyoutputsastringtothestandardoutputdevicefollowedby a 
newline character. 

EvalTheevalcommand evaluatesargumentsandgivesthe results. 

exec 
The exec command can replace the current shell with a different program. It can also 
modify the current file descriptors. 

exitnTheexitcommandcausesthescripttoexitwithexitcoden.Anexitcodeof0means success. 

Herearesomeother codes. 

 

exportTheexportcommandmakesthevariablenamedasitsparameteravailableinsubshells. 

exprTheexprcommandevaluates itsargumentsasan expression. 

0x=`expr$x+1` 

Herearesomeof itsexpression evaluations 
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printf 
The printf command is only available in more recent shells. It works similar 
to the echo command. Its general form is: 

printf"formatstring"parameter1parameter2... 

Herearesome characters andformatspecifiers. 

 

return 

Thereturn commandcausesfunctionstoreturn. It canhaveavalueparameterwhichitreturns. 

set 

Theset commandsets theparametervariablesforthe shell. 

shift 
Theshiftcommandmovesalltheparametersvariablesdownbyone,so$2 becomes $1, $3 
becomes $2, and so on. 

unset 

Theunsetcommandremovesvariablesorfunctionsfromtheenvironment. 

CommandExecution 
Theresultof$(command)issimplytheoutputstringfromthecommand,whichis then 
available to the script. 

DebuggingShell Scripts 
When an error occurs in a script, the shell prints out the line number with an 
error.You can use the set command to set various shell option. Here are some of 
them. 

  
  



 

 

 

UnitII–FilesandDirectories 

Workingwith Files 

Inthischapterwelearnhowtocreate,open,read,write,andclosefiles. 

 

UNIXFile Structure 

InUNIX,everythingisa file. 

Programscanusediskfiles,serialports,printersandotherdevicesintheexactlythesame way as 

they would use a file. 

Directories,too, arespecial sorts of files. 

Directories 

Aswellasitscontents,afilehasanameand'administrativeinformation',i.e.thefile's 

creation/modification date and its permissions. 

Thepermissionsarestoredintheinode,whichalsocontainsthelengthofthefileand where 

on the disc it's stored. 

Adirectoryisafilethatholdstheinodesandnamesofotherfiles.Files are 

arranged in directories, which also contain subdirectories. 

Auser,neil,usuallyhashisfiles storesin a 'home'directory, perhaps/home/neil. 

 

Filesand Devices 

Evenhardwaredevicesarerepresented(mapped) byfilesinUNIX. Forexample, as 

root,youmountaCD-ROMdriveasa file, 

 

$mount -tiso9660/dev/hdc/mnt/cd_rom 

$cd /mnt/cd_rom 
 



 

 

 

/dev/console-thisdevicerepresentsthesystem console. 

/dev/tty-Thisspecialfileisanalias(logicaldevice)forcontrollingterminal (keyboard and 

screen, or window) of a process. 

/dev/null-This isthenull device.Alloutput writtentothis deviceis discarded. 

 

SystemCalls andDevice Drivers 

SystemcallsareprovidedbyUNIXtoaccessandcontrolfilesanddevices.A number of 

device drivers are part of the kernel. 

Thesystemcallstoaccessthedevicedrivers include: 

 

LibraryFunctions 

Toprovideahigherlevelinterfacetodeviceanddiskfiles,UNIIXprovidesanumberof standard 

libraries. 

 

 



 

 

 

 

Low-levelFile Access 

Eachrunningprogram,calledaprocess,hasassociatedwithitanumberoffile 

descriptors. 

Whenaprogramstarts,itusuallyhasthreeofthesedescriptorsalreadyopened.Theseare: 

Thewrite system call arranges forthe first n bytes bytes from buf to be written to the file 

associated with the file descriptor files. 

Withthisknowledge,let'swriteourfirstprogram,simple_write.c: 

 

 

 

 

 

 

 

 

 

 

 

Hereis how torun theprogramand its output. 
 

 

 

 

read 

$ simple_write 

Hereissomedata 

$ 

 

 

 

 

 

Thereadsystem callreads uptonbytesofdatafrom thefileassociatedwith thefiledecriptor 

fildesandplacesthemin thedataareabuf. 

Thisprogram,simple_read.c,copiesthefirst128bytesofthestandardinputtothestandard output. 

   

  

 



 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Ifyouruntheprogram,youshouldsee: 

 

$echohellothere|simple_read hello 

there 

$simple_read<draft1.txt Files 

open 

Tocreateanew filedescriptorweneedtousetheopen system call. 
 

 

 

 

 

 

 

 

 

open establishesanaccess pathtoa fileor device. 

Thename ofthefileor deviceto beopened is passed as a parameter, path, and the 

oflagsparameter is usedtospecifyactions to betaken on openingthe file. 

 

TheoflagsarespecifiedasabitwiseORofamandatoryfileaccessmodeandotheroptional modes. The 

open call must specify one of the following file access modes: 

 

 
Thecallmayalsoincludeacombination(bitwiseOR)ofthefollowingoptionalmodesin the oflags 

parameter: 

 

  



 

 

  

 

 

 

 

 

 

 

 

 

Initial Permissions 

Whenwecreateafileusingthe O_CREATflagwith open,wemustusethethreeparameter form. 

mode, the third parameter, is made form a bitwise OR of the flags defined in the header file 

sys/stat.h. These are: 

 

 
Forexample 

 

 

Hastheeffectofcreatingafilecalled myfile,withreadpermissionfortheownerandexecute 

permission for others, and only those permissions. 
 

 
umask 

Theumaskisasystemvariablethatencodesamaskforfilepermissionstobeusedwhenafileis created. 

Youcan changethe variable byexecutingtheumaskcommand to supplyanew value. 

Thevalueis athree-digitoctalvalue. Eachdigit istheresultsof ANDingvalues from1, 2,or4. 

 

  



 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Forexample,toblock'group'writeand execute, and'other'write, theumask would be: 

 

 

 

 

 

 

 

 

 

 

Valuesfor eachdigitare ANDedtogether;sodigit2 willhave2&1,giving3.Theresulting 

umaskis032. 

close 

 

 

 

 

Weuse closeto terminatetheassociation betweenafiledescriptor,fildes,and its file. 

ioctl 

ioctlisabitofarag-bagofthings.Itprovides an interfaceforcontrollingthebehavior of 



 

 

  

 

devices,theirdescriptorsandconfiguringunderlyingservices. 

ioctlperformsthefunctionindicatedbycmdontheobjectreferencedbythedescriptorfiles. Try It 

Out - A File Copy Program 

Wenowknowenoughabouttheopen,readandwritesystemcallstowritealow-level program, 

copy_system.c, to copy one file to another, character by character. 
 

 
 

 

 

 

Runningtheprogramwillgivethefollowing: 

 

 

 

 

 

 

 

 

WeusedtheUNIXtimefacilitytomeasurehow longtheprogramtakes torun.Ittook 2 

 
 



 

 

  

 

and onehalf minutes to copythe 1Mb file. 

Wecan improvebycopyinginlarger blocks. Here is theimproved 

copy_block.cprogram. 
 

 

 

Nowtrythe program,first removingtheold outputfile: 

 

 

 

 

 

 

 

 

 

 

Therevised programtook under twoseconds todo the copy. 

OtherSystemCalls forManaging Files 

Herearesomesystemcallsthat operateontheselow-levelfiledescriptors. 

lseek 

 

 

 

 

 

 

Thelseeksystemcallsetstheread/writepointerofafiledescriptor, fildes.Youuseittoset where in the 

file the next read or write will occur. 

 
 



 

 

  

 

Theoffsetparameterisusedtospecifythepositionandthewhenceparameterspecifies how the 

offset is used. 

whencecan beoneof the following: 

 

 
fstat,statandlstat 

 
 

 

 

Thefstatsystemcallreturnsstatusinformationaboutthefileassociatedwithanopenfile descriptor. 

Themembers ofthestructure,stat, mayvarybetweenUNIX systems, but willinclude: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Thepermissionsflagsarethesameasforthe open systemcallabove.File-type flagsinclude: 

 
 



 

 

 

 

 

Othermodeflagsinclude: 
 

Maskstointerpretthest_mode flagsinclude: 
 

Therearesomemacros definedto help withdeterminingfiletypes. Theseinclude: 
 

 

Totestthatafiledoesn'trepresentadirectoryandhasexecutepermissonsetfortheownerand no other 

permissions, we can use the test: 



 

 

 

 

 
dupanddup2 

 

Thedupsystemcallsprovideawayofduplicatingafiledescriptor,givingtwoormore, different 

descriptors that access the same file. 

 

TheStandardI/OLibrary 

Thestandard I/Olibraryanditsheaderfilestdio.h,provideaversatileinterfacetolow-level I/O 

system calls. 

 

Threefilestreamsareautomaticallyopenedwhenaprogramisstarted.Theyare stdin, stdout, 

and stderr. 

 

Now,let'slookat: 

 



 

 

 

 

 

 
fopen 

 

Thefopenlibraryfunction isthe analogof thelowlevel opensystem call. 

 

fopen opensthefilenamedbythefilenameparameterand associatesa streamwith it.Themode 

parameterspecifieshow thefileistobeopened.It's oneofthefollowingstrings: 
 

 

Ifsuccessful,fopenreturnsanon-nullFILE*pointer. 

fread 

 

Thefreadlibraryfunctionisusedtoreaddatafromafilestream.Dataisreadintoadatabuffer given by ptr 

from the stream, stream. 

fwrite 

 

 

 

 

 

Thefwritelibrarycallhas asimilarinterfacetofread.Ittakes datarecords fromthe specified 

  

 

 



 

 

 

databuffer andwrites them tothe output stream. 

fclose 

 
Thefclose libraryfunction closes thespecifiedstream, causinganyunwritten datato bewritten. 

fflush 

 

Thefflushlibraryfunction causes all outpstandingdataon afilestream tobewritten immediately. 

fseek 

 

Thefseekfunctionisthefilestreamequivalentofthelseeksystemcall.Itsetstheposition in the 

stream for the next read or write on that stream. 

fgetc,getc, getchar 

 

Thefgetcfunctionreturnsthenextbyte,asacharacter,fromafilestream.Whenitreaches the end 

of file, it returns EOF. 

The getc function is equivalent to fgetc, except that you can implement it as a macro. 

Thegetcharfunctionisequivalenttogetc(stdin)andreadsthenextcharacterfromthe standard 

input. 

fputc,putc, putchar 

 



 

 

 

Thefputcfunctionwritesacharactertoanoutputfilestream.Itreturnsthevalueithaswritten, or EOF 

on failure. 

Thefunctionputcisquivalenttofputc,butyou mayimplementit asa macro. 

Theputcharfunctionisequivalenttoputc(c,stdout),writingasinglecharactertothestandard output. 

fgets,gets 

Thefgetsfunctionreadsastringfromaninputfilestream. Itwritescharacterstothestringpointedto bys until 

a newline is encountered, n-1 characters have been transferred or the end of file is reached. 

Formatted Input and Output 

Therearelibraryfunctionsforproducingoutputin a controlled fashion. 

printf,fprintf andsprintf 
 

The printf family of functions format and output a variable number of arguments of different 

types. Ordinary characters are passed unchanged into the output. Conversion specifiers cause 

printftofetchandformatadditionalargumetnspassedasparameters.Theyarestartwitha %. 

Forexample 

whichproduces,onthestandardoutput: 

Somenumbers: 1,2, and3 
 

Herearesome of themostcommonlyusedconversionspecifiers: 



 

 

 

Here'sanother example: 

 

This produces: 

HelloMissAMathew,aged6.5 

Fieldspecifiersaregivenasnumbersimmediatleyafterthe%characterina conversion 

specifier. They are used to make things clearer. 

 

Theprintf functionreturns aninteger,thenumber ofcharacters written. 

 

scanf,fscanfandsscanf 

\ 

Thescanffamilyoffunctionsworkinasimilarwaytothe printfgroup,exceptthatthyeread items from a 

stream and place vlaues into variables. 

 

Theformatstringforscanfandfriendscontainsbothordinarycharactersand conversion 

specifiers. 

 

Hereis asimple example: 



 

 

 

 

 
Thecalltoscanfwillsucceedandplace1234intothevariablenumgiveneitherifthefollowing inputs. 

 

Otherconversionspecifiersare: 

 

 

Giventhe input line, 

 

thiscallto scanf willcorrectlyscanfour items: 

 

Ingeneral, scanf andfriendsarenothighlyregarded,forthreereasons: 

 

 

 

 

 

OtherStreamFunctions 



 

 

  

 

 

Otherlibraryfunctionsuseeitherstreamparamtersorthestandardstreams stdin,stdout, stderr: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Youcanusethefilestreamfunctionstore-implementthefilecopyprogram,byusinglibrary functions. 

TryItOut-AnotherFileCopy Program 

Thisprogramdoesthecharacter-by-charactercopyisaccomplishedusingcallstothefunctions 

referenced in stdio.h. 

 

 
Runningthisprogramas before,weget: 

$ time copy_stdio 

1.69user0.78system0:03.70elapsed66%CPUThis time, 

the program runs in 3.7 seconds. 

 

StreamErrors 

Toindicateanerror,manyofthestdiolibraryfunctionsreturnoutofrangevalues,suchas null 

pointers or the constant EOF. 

 
 



 

 

  

 

Inthesecases,theerroris indicatedintheexternalvariableerrno: 

 

 
 

 

 

 

Youcanalsointerrogatethestateofafilestreamtodeterminewhetheranerrorhasoccurred, or the end 

of file has been reached. 

Theferrorfunction tests theerrorindicator for astream and returns non-zeroifits set, zero otherwise. 

 

Thefeoffunctionteststheend-of-fileindicatorwithinastreamandreturnsnon-zeroifitisset zero 

otherwise. 

You useit likethis: 

 
Theclearerrfunctionclearsthe end-of-fileanderrorindicatorsforthestreamtowhichstream 

points. 

StreamsandFileDescriptors 

Eachfilestreamis associatedwithalowlevelfiledescriptor. 
Youcanmixlow-levelinputandoutputoperationswithhigherlevelstreamoperations,butthis is 

generally unwise. 

Theeffects ofbufferingcan bedifficult to predict. 

 

 
FileandDirectory Maintenance 

Thestandardlibrariesandsystemcallsprovidecompletecontroloverthecreationand maintenance of 

files and directories. 

 

chmod 

 
 



 

 

 

Youcanchangethepermissionsonafileordirectoryusingthe chmodsystemcall.Tisforms the basis 

of the chmod shell program. 

 

chown 

Asuperuser canchangetheownerof afileusingthechown system call. 
 

unlink,link, symlink 

Wecan removeafileusingunlink. 

 

Theunlinksystemcalledcrementsthelinkcountonafile.The 

link system call cretes a new link to an existing file. 

Thesymlinkcreatesasymboliclinktoanexistingfile. 

mkdir,rmdir 

Wecancreate andremovedirectoriesusingthemkdirandrmdirsystemcalls. 

 

Themkdirsystemcallmakesanewdirectorywithpathasitsname. The 

rmdir system call removes an empty directory. 

 

chdir,getcwd 

Aprogramcannaviagatedirectoriesusingthechdirsystemcall. 



 

 

 

 

 

Aprogram can determineits current workingdirectorybycallingthegetcwdlibraryfunction. 

 

Thegetcwd functionwrites the nameofthe currentdirectoryintothe givenbuffer,buf. 

Scanning Directories 

Thedirectoryfunctionsaredeclaredin aheaderfile, dirent.h.Theyuseastructure,DIR,asa basis for 

directory manipulation. 

Herearethesefunctions: 

opendir 

Theopendir function opens adirectoryand establishes adirectorystream. 

readdir 

 
Thereaddirfunctionreturnsapointertoastructuredetailingthenextdirectoryentryinthe directory 

stream dirp. 

Thedirent structurecontainingdirectoryentrydetails includedthe following entries: 

 

telldir 
 

 



 

 

 

Thetelldir functionreturnsa valuethat recordsthecurrentposition inadirectorystream. 

Seekdir 

Theseekdirfunctionsets thedirectoryentrypointer in thedirectorystreamgiven bydirp. 

closedir 

 
Theclosedirfunctionclosesa directorystreamandfreesup the resourcesassociatedwith it. 

TryIt Out-ADirectory Scanning Program 

1.  Theprintdir,printsoutthecurrentdirectory.Itwillrecursefor 
subdirectories. 

 

 

 

 



 

 

 

 

 

2. Nowwemove ontothemainfunction: 

 

 

 

 

 

 
 

 

 

 



 

 

 

 
Theprogramproducesoutput likethis(editedfor brevity): 

HowIt Works 

Aftersomeinitial errorchecking, usingopendir, toseethatthe directory 

exists, printdir makes a call to chdir to the directoryspecified. While the entries returned 

byreaddiraren'tnull,theprogramcheckstoseewhethertheentryisadirectory.Ifitisn't, it prints 

the file entry with indentation depth. 

Hereisonewayto make the programmoregeneral. 

 

Youcan runit usingthecommand: 

$printdir/usr/local|more 

 

Errors 

Systemcallsandfunctionscanfail.Whentheydo,theyindicatethereason fortheirfailureby setting the 

value of the external varaible errno. 

 

Thevaluesand meaningsoftheerrorsarelistedintheheaderfileerrno.h.Theyinclude: 
 

 

 

 

 



 

 

 

 

 

Thereare acoupleof useful functions forreportingerrors when theyoccur: 

strerrorandperror. 

 

Thestrerrorfunctionmapsanerrornumberintoastringdescribingthetypeoferrorthathas occurred. 

 

Theperrorfunctionalsomapsthecurrenterror,asreportedinerrno,intoastringand prints it on 

the standard error stream. 

It'sprecededbythemessagegiveninthestrings(ifnotnull),followedbyacolonanda space. For 

example: 
 

mightgivethefollowingonthestandarderroroutput: 

 

AdvancedTopics 
 

 



 

 

 

fcntl 

Thefcntlsystemcall providesfurtherwaysto manipulatelowlevelfiledescriptors. 

 

Itcanperformmiscellaneousoperationsonopenfiledescriptors.The call, 

 
returnsanew filedescriptorwith anumericalvalue equaltoorgreaterthanthe integer 

newfd. 

Thecall,returnsthe file descriptor flagsasdefinedinfcntl.h.Thecall, 

isusedtosetthefiledescriptorflags,usuallyjust FD_CLOEXEC. The 

calls, 

 
respectivelyget andset thefilestatusflags and access modes. 

mmap 

Themmapfunctioncreatesapointertoaregionofmemoryassociatedwiththecontentsofthe file 

accessed through an open file descriptor. 

 

 

 

 

 

Youcan usetheaddrparameter to request a particularmemoryaddress. 

Theprotparameterisusedtosetaccesspermissionsforthememorysegment.Thisisabitwise OR of the 

following constant values. 

 

Theflagsparametercontrolshowchangesmadetothesegmentbytheprogramarereflected 

elsewhere. 



 

 

 

 

 

Themsyncfunctioncausesthechangesinpartorall ofthememorysegmenttobewrittenback to (or 

read from) the mapped file. 

Thepart ofthe segment tobeupdated isgiven bythepassed start address,addr, and length, 

len.Theflagsparametercontrolshow theupdate shouldbe performed. 

 

Themunmap functionreleasesthememorysegment. 

 

TryIt Out-Using mmap 

1. Thefollowingprogram,mmap_eg.c showsafileofstructuresbeingupdatedusing 

mmapandarray-styleaccesses. 
HereisthedefinitionoftheRECORDstructureandthecreateNRECORDSversionseach 

recording their 

number. 
 

 

 

 

 
 

 

 

 

 

 

 

 

 

 



 

 

 

 

2. Wenowchangetheintegervalueofrecord43to143,andwritethistothe43rdrecord's string: 

 

 

 

 
 

 

 



 

 

 

 

3. Wenowmaptherecordsintomemoryandaccessthe43rdrecordinordertochange the 

integer to 243 (and update the record string), again using memory mapping: 

 

 

 

 

 

 

 

 

 

 

 

 

Summary 

Thischaptershowedhow LINUXprovidesdirectaccesstofilesanddevices.. 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

 

 



 

 

 

 

UnitIII-ProcessesandSignals 

Processesand Signals 

ProcessesandsignalsformafundamentalpartoftheUNIXoperatingenvironment, controlling 

almost all activities performed by a UNIX computer system. 

Herearesomeofthethingsyouneedto understand. 

 

Whatis a Process? 

TheX/OpenSpecificationdefinesaprocessasanaddressspaceandsinglethreadofcontrol that 

executes within that address space and its required system resources. 

Aprocessis,essentially, arunningprogram. 

ProcessStructure 

Hereishow acoupleof processesmightbearrangedwithintheoperating system. 
 

Eachprocessis allocated auniquenumber, aprocess identifier,or PID. 

Theprogramcodethatwillbeexecutedbythegrepcommandisstoredinadiskfile.The system 

libraries can also be shared. 

Aprocesshasitsownstack space. 

TheProcess Table 

TheUNIXprocesstable maybethoughofasadatastructuredescribingalloftheprocesses that are 

currently loaded. 
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ViewingProcesses 

Wecanseewhatprocessesarerunningbyusingthepscommand.Hereis some 

sample output: 

 

 
 

ThePIDcolumngivesthePIDs,theTTYcolumnshowswhichterminalstartedtheprocess, the STAT 

column shows the current status, TIME gives the CPU time used so far and the COMMAND 

column shows the command used to start the process. 

Let'stakeacloserlookatsomeof these: 
 

 

 

The initial login was performed on virtual console number one (v01). The shell is running 

bash.Itsstatusiss,whichmeanssleeping.Thiisisbecauseit'swaitingforthe XWindows sytem to 

finish. 

 

 

XWindowswas startedbythecommandstartx.Itwon't finisheduntilweexit from 

X.Ittoois sleeping. 
 

 

Thefvwmisawindow managerforX,allowingotherprogramstobestartedandwindowstobearrangedonth screen. 
 

 
Thisprocessrepresents awindowintheXWindowssystem.Theshell,bash,isrunninginthenewwindow.T window is 

running on a new pseudo terminal (/dev/ptyp0) abbreviated pp0. 

 
ThisistheEMACSeditorsessionstartedfromtheshellmentionedabove. Itusesthepseudo terminal. 

 

 
 

 

 

 



 

 

 

Thisisaclockprogramstartedbythewindowmanager.It'sinthemiddleofaone-minute wait 

between updates of the clock hands. 

SystemProcesses 

Let'slookatsomeotherprocessesrunningonthis Linuxsystem.Theoutput hasbeen abbreviated 

for clarity: 

Herewecanseeoneveryimportant process indeed: 
 

Ingeneral,eachprocessisstartedbyanother,knownas itsparentprocess.Aprocesssostartedisknownas a 

childprocess. 

WhenUNIXstarts,itrunsasingleprogram,theprimeancestrorandprocessnumberone: init. One such 

example is the login procedure init starts the getty program once for each terminal that we can 

use to long in. 

Theseareshown in thepsoutput like this: 

 

ProcessScheduling 

Onefurtherps output exampleis theentryfortheps command itself: 
 

Thisindicates thatprocess 192is ina runstate (R) and isexecutingthecommandps-ax. 

Wecansettheprocesspriorityusingniceandadjustitusingrenice,which reducethepriorityof a process 

by 10. High priority jobs have negative values. 

Usingtheps-l(forlongoutput),wecanviewthepriorityofprocesses.Thevalueweare interested 

in is shown in the NI (nice) column: 
 

 

Herewecanseethatthe oclockprogramisrunningwithadefaultnicevalue. Ifithadbeen stated with 

the command, 
 

itwould havebeenallocated anicevalue of+10. 

Wecan changethepriorityof aruinningprocess byusingtherenice command, 



 

 

 

 

 

 

Sothatnowtheclockprogramwillbescheduledtorunlessoften.Wecanseethemodified nice value 

with the ps again: 

 

NoticethatthestatuscolumnnowalsocontainsN,toindicatethatthenicevaluehaschanged from the 

default. 

StartingNew Processes 

Wecancauseaprogram torunfrominsideanotherprogramandtherebycreateanewprocessby using the 

system. library function. 

 

Thesystemfunctionrunsthecommandpassedtoitasstringandwaitsforitto complete. 

Thecommand isexecuted asif the command, 
 

hasbeengiventoa shell. 

TryIt Out-system 

1. Wecan usesystemtowriteaprogramto runps forus. 
 

2. Whenwecompileandrunthisprogram,system.c,wegetthefollowing: 



 

 

 

 

3. Thesystemfunctionuses a shellto startthedesiredprogram. 

Wecould put thetask in the background,bychangingthe functioncall to thefollowing: 

 

Now,whenwecompile andrunthisversion oftheprogram,weget: 
 

 

HowIt Works 

Inthefirstexample,theprogramcallssystemwiththestring"ps-ax",whichexecutes the ps 

program. Our program returns from the call to system when the ps command is finished. 

Inthesecondexample,thecalltosystemreturnsassoonastheshellcommandfinishes.The shell 

returns as soon as the ps program is started, just as would happen if we had typed, 
 

atashellprompt. 

ReplacingaProcess Image 

Thereisawholefamilyofrelatedfunctionsgroupedunderthe execheading.Theydifferin the way 

that they start processes and present program arguments. 



 

 

 

 

Theexecfamilyoffunctionsreplacethecurrentprocess withanothercreatedaccordingtothe 

arguments given. 

Ifwewishtouseanexecfunctiontostartthepsprogramasinourpreviousexamples,wehave the following 

choices: 
 

 
 

 

 

 

 

 

 

 

 

TryIt Out-exclp 

Let'smodifyourexampletouseanexexlpcall. 

 



 

 

 

 
 

 

 

Now,whenwerunthisprogram,pexec.c,wegettheusualpsoutput,butnoDone.message at all. 

 

Notealsothat thereis noreferencetoaprocess calledpexecintheoutput: 

 

HowIt Works 

Theprogramprintsitsfirstmessageandthencallsexeclp,whichsearchesthe directories 

givenbythe PATH environmentvariableforaprogramcalledps. 

 

Itthenexecutesthisprograminplaceofourpexecprogram,startingitasifwehadgiventhe shell 

command: 

 

DuplicatingaProcessImage 

Touseprocessestoperformmorethanonefunctionatatime,weneedtocreateanentirely separate 

process from within a program. 



 

 

 

 

Wecancreateanewprocessbycallingfork.Thissystemcallduplicatesthecurrentprocess. 

Combined with exec, fork is all we need to create new processes to do our bidding. 

 

Theforksystemcallcreatesanewchildprocess,identicaltothecallingprocessexceptthatthe new 

process has a unique process ID and has the calling process as its parent PID. 

 

Atypicalcodefragmentusingforkis: 

 

TryIt Out-fork 

Let'slookat asimpleexample,fork.c: 



 

 

 

 

 

Thisprogramrunsastwoprocess.Achildprintsamessagefivetimes.Theparentprintsa message 

only three times. 

 

 

HowIt Works 

Whenthecallto forkismade,thisprogram dividesintotwoseparate processes. 



 

 

  

 

Waiting foraProcess 

Wecanarrange fortheparentprocess towaituntil thechildfinishes before continuingbycalling 

wait. 

 

 

Thewaitsystemcallcausesaparentprocesstopauseuntiloneofitschildprocessesdiesoris stopped. 

 

Wecan interrogatethestatusinformation usingmacros definedinsys/wait.h.Theseinclude: 

 

 

 

 

 

 

 

 

 

 

 

 

 

TryIt Out-wait 

1.Let's modifyour programslightlyso we can waitforand examinethe childprocessexit status. 

Call the new program wait.c. 

 
 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 



 

 

 

2.Thissectionoftheprogramwaits forthechild processtofinish: 

 



 

 

  

 

 

 

 

 

 

 

Whenwerunthisprogram,weseetheparentwaitforthechild.Theoutput isn't 

confused and the exit code is reported as expected. 

 

 

 

 

HowIt Works 

Theparentprocessusesthewaitsystemcalltosuspenditsownexecution until 

status information becomes available for a child process. 

ZombieProcesses 

Whenachildprocessterminates,anassociationwithitsparentsurvives until the 

parent in turn either terminates normally or calls wait. 

Thisterminatedchildprocessisknownasazombieprocess. 

 

TryIt Out-Zombies 

fork2.cis jsut thesameasfork.c,except that thenumberof messages 

 

  



 

 

  

 

 

printedbythechildandpaentporcessesisreversed. Here are 

the relevant lines of code: 

 

HowIt Works 

Ifweruntheaboveprogramwith fork2&andthencallthepsprogram 

afterthechildhasfinishedbutbeforetheparenthasfinished,we'llseea line 

like this: 

 

 
There's another system call that you can use to wail for child 

processes.It'scalledwaitpidandyouucanuseittowaitfora specific 

process to terminate. 
 

 

 

Ifwewanttohaveaparentprocessregularlycheckwhetheraspecificchild process had 

terminated, we could use the call, 

 

 
whichwillreturnzeroif thechildhas notterminatedorstoppedorchild_pidifit has. 

InputandOutputRedirection 

Wecanuseourknowledgeofprocessestoalterthebehaviorof programs 

by exploiting the fact that open file descriptors are 

 

  



 

 

  

 

 

preservedacrosscalls to 

fork and exec. 

TryIt Out-Redirection 

1. Here'saverysimplefilterprogram,upper.c,toconvertallcharacterstouppercase: 

 

 
Whenwerunthis program,itreadsour inputand converts it: 

 

 
Wecan, ofcourse, useitto convert afiletouppercasebyusingthe shell redirection: 

$catfile.txt 

thisisthefile,file.txt,itisalllowercase. 

$upper < file.txt 

THISISTHEFILE,FILE.TXT,ITISALLLOWERCASE. 

2. What if we want to use this filter fromwithin another program? This 
code,useupper.c,acceptsafilenameasanargumentandwillrespondwith an 

error if called incorrectly: 

 

  



 

 

  

 

 

 

3. Thedone,wereopenthestandardinput,againcheckingforanyerrors as we 
doso, and then use execl to call upper: 

 

 

 

 

 

 

 

 

4. don'tforgetthatexeclreplacesthecurrentprocess;providedthereis no 
error,the remaining lines are not executed: 

 

 
HowIt Works 

when we run this program, we can give it a file to convert to 

uppercase.Thejobisdonebytheprogram upper.Theprogramis 

executed by: 

 

 
Becauseopenfiledescriptors arepreservedacross thecalltoexecl, 

theupperprogramrunsexactlyas itwould have under theshell command: 

 

 

Threads 

UNIXprocessescancooperate;theycansendeachothermessages and 

they can interrupt one another. 

Thereisaclassofprocessknownasathreadwhicharedistinctfrom processes in 

that they are separate execution streams within a single process. 

Signals 

A signal is an event generated by the UNIX system in response to 

somecondition,uponreceiptofwhichaprocess mayinturntakesome 

action. 

Signalnamesaredefinedintheheaderfilesignal.h.Theyallbegin with 

SIG and include: 

 

  



 

 

  

 

 

 

 

 

 

Additionalsignals include: 

 

 

If the shell and terminal driver are configured normally, typing the 

interrupt character (Ctrl-C) at the keyboard will result in the SIGINT 

signalbeingsenttotheforegroundprocess.This willcausetheprogramto 

terminate. 

Wecan handle signals usingthesignal libraryfunction. 

 

 
Thesignalfunctionitselfreturnsafunctionofthesametype,which isthe 

previous value of the function set up to handle this signal, or one of these 

tow special values: 

 

  



 

 

  

 

 

 

 

 
TryIt Out-Signal Handling 

1. We'llstartbywritingthefunctionwhichreactstothesignalwhichis passed 
in the parameter sig. Let's call it ouch: 

 

 

2. ThemainfunctionhastointercepttheSIGINTsignalgenerated 
when we type Ctrl-C. 

Fortherestofthetime,itjustsitsinaninfiniteloop,printinga message 

once a second: 
 

 

 
 

 

3. Whiletheprogramisrunning,typingCtrl-Ccausesittoreactandthencontinue. When 
we type Ctrl-C again, the program ends: 

 

  



 

 

  

 

 

 

 

HowIt Works 

Theprogramarrangesforthefunctionouchtobecalledwhenwetype Ctrl-

C, which gives the SIGINT signal. 

SendingSignals 

A process maysend asignal to itself bycallingraise. 

 

 
Aprocess maysend a signal to anotherprocess,includingitself, bycallingkill. 

 

 
Signalsprovideuswitha usefulalarmclockfacility. 

Thealarmfunction callcan beusedbyaprocessto schedule a 

SIGALRMsignal at sometimein thefuture. 
 

 

 
 

Try It Out-An AlarmClock 

1.Inalarm.c,the firstfunction, ding,simulatesanalarmclock: 

 

  



 

 

  

 

 

 

 

 

2.Inmain,wetellthechildprocesstowaitforfiveseconds 

beforesending a SIGALRM signal to its parent: 

 

 
TheparentprocessarrangestocatchSIGALRMwithacalltosignalandthenwaitsforthe inevitable. 

 

Whenwerunthisprogram,itpausesforfivesecondswhileitwaitsfor the 

simulated alarm clock. 
 

 
Thisprogramintroducesanew function,pause,whichsimplycausestheprogram to 

 

  



 

 

  

 

 

suspendexecutionuntilasignaloccurs. It's 

declared as, 
 

 

HowIt Works 

The alarm clock simulation program starts a new process via fork. This child process 

sleeps for five seconds and then sends a SIGALRM to its parent.A Robust Signals 

InterfaceX/Openspecificationrecommendsanewerprogramminginterfaceforsignals that is 

more robust: sigaction. 
 

 
Thesigactionstructure,usedtodefinetheactionstobetakenonreceipt of the 

signal specified by sig, is defined in signal.h and has at least the 

following members: 
 

 
TryIt Out-sigaction 

MakethechangesshownbelowsothatSIGINT isinterceptedby 

sigaction.Callthenewprogram ctrlc2.c. 

 
Runningtheprogram,wegetamessagewhenwetypeCtrl-Cbecause 

SIGINT is handled repeated;y by sigaction. Type Ctrl-\ to terminate 

the program. 

 

  



 

 

  

 

 

 

 

 
HowIt Works 

Theprogramcallssigactioninsteadofsignaltosetthesignalhandlerfor Ctrl-C 

(SIGINT) to the function ouch. 

SignalSets 

Theheaderfilesignal.hdefinesthetypesigset_tandfunctionsusedto 

manipulate sets of signals. 

 

 

Thefunctionsigismemberdetermineswhetherthegivensignalis 

amember of a signal set. 

 

 

Theprocess signal maskis set orexamined bycallingthe functionsigprocmask. 

 

 

 

 

 

sigprocmaskcanchange theprocesssignalmaskinanumberofways 

 

  



 

 

  

 

 

according to the how argument. 

Thehowargumentcanbeoneof: 

 

 

 

 

 

 

If asignalisblockedbyaprocess, itwon'tbedelivered,butwillremain pending. 

Aprogramcandeterminewhichofitsblockedsignalsarpending by 

calling the function sigpending. 
 

 
Aprocesscan suspendexecution until thedeliveryofoneof asetof signals bycalling 

sigsuspend. 

Thisis a moregeneral form ofthepausefunctionwemet earlier. 

 
sigaction Flags 

Thesa_flagsfieldofthesigactionstructureusedinsigactionmay 

contain the following values to modify signal behavior 

 

 

 

 

 

 

 

Functionsthataresafetocallinsideasignalhandler,thoseguaranteedbytheX/Open specification 

either to be re-entrant or not to raise signals them 

selvesinclude: 

 

  



 

 

  

 

 

 

 

CommonSignalReference 

HerewelistthesignalsthatUNIXprogramstypicallyneedtogetinvolved with, 

including the default behaviors: 
 

 

 

  



 

 

  

 

 

 

 

Thedefaultactionsignalsisabnormalterminationoftheprocess. 
 

 

Bydefault,thesesignalsalsocauseabnormaltermination.Additionally,implementation- dependent 

actions, such as creation of a core file, may occur. 
 

 

 

Aprocessisstopped bydefaulton receiptofoneoftheabovesignals. 
 

 

SIGCONTrestartsastoppedprocessandisignoredifreceivedbya process 

which is not stopped. 
 

 

TheSIGCHLDsignalis ignoredbydefault. 

Summary 

WehaveseenhowprocessesareafundamentalpartoftheLINUXoperationsystem.We have also 

learned to start, terminate, and signal between processes. 

 

  



 

 

 

UNIT-IV 

Interprocesscommunication,MessageQueuesandSemaphores 

 
InterprocessCommunication 

Introductionto IPC 

IPCbetweenprocessesonasinglecomputersystem 

IPC between processes on different systems 

Pipes- creation 

IPCbetweenrelatedprocesses usingunnamed pipes 

FIFOs-creation, IPCbetweenunrelatedprocessesusingFIFOs(named pipes) 

DifferencesBetweenUnnamedAndNamedPipes 

popen & pclose library functions. 

MessageQueues-Kernelsupportfor messages 

APIsformessagequeues 

client/server example. 

Semaphores-Kernelsupportfor semaphores 

APIsforsemaphores 

Filelockingwith Semaphores 
 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 



 

 

 

 

IntroductiontoIPC 

 

InterprocessCommunication-“Interprocesscommunication(IPC)isthetransferofdata among 

different processes”. 

 

Interprocess communication (IPC) includes thread synchorization and data exchange between 

threads beyond theprocess boundaries. Ifthreads belongto thesameprocess, theyexecutein the 

same address space, i.e. they can access global (static) data or heap directly, without the help of 

theoperatingsystem.However,ifthreadsbelongtodifferentprocesses,theycannotaccesseach others 

address spaces without the help of the operating system. 

 

Therearetwofundamentallydifferentapproachesin IPC: 

 processesareresidingon thesamecomputer 

 processesareresidingondifferentcomputers 

Thefirstcaseiseasiertoimplementbecauseprocessescansharememoryeitherintheuserspace or in the 

system space. This is equally true for uniprocessors and multiprocessors. 

 

In the second case the computers do not share physical memory, they are connected via I/O 

device(for example serial communication or Ethernet). Therefore the processes residing in 

different computers can not use memory as a means for communication. 

 

IPCbetweenprocessesonaSingleSystem 

MostofthischapterisfocusedonIPConasinglecomputersystem,includingfourgeneral approaches: 

 Sharedmemory 

 Messages 

 Pipes 

 Sockets 

 

Thesynchronization objects considered in theprevious chapternormallywork acrosstheprocess 

boundaries (on a single computer system). There is one addition necessary however: the 

synchronization objects must be named. The handles are generally private to the process, while 

the object names, like file names, are global and known to all processes. 

 

h =init_CS("xxx"); 
h=init_semaphore(20,"xxx"); h 

= init_event("xxx"); 

h =init_condition("xxx"); 

h =init_message_buffer(100,"xxx"); 

IPCbetweenprocessesondifferentsystems 
 



 

 

 

IPCbetweenprocessesondifferent systems 

IPCisInterProcessCommunication,moreofatechniquetosharedataacrossdifferentprocesses 

withinonemachine, in such awaythatdatapassingbinds the couplingofdifferent processes. 

 Thefirst,isusingmemorymappingtechniques,whereamemorymapiscreated,andothers open 

the memory map forreading/writing... 

 Thesecondis,usingsockets,tocommunicatewithoneanother...thishasahighoverhead,as each 

process would have to open up the socket, communicate across... althougheffective 

 Thethird,istouseapipeoranamedpipe,averygoodexample 

 

PIPES: 

A pipe is a serial communication device (i.e., the data is read in the order in which it was 

written),which allows a unidirectional communication. The data written to end 

isreadbackfromtheotherend. 

 

The pipe is mainly used to communicate between two threads in a single process or between 

parent and child process. Pipes can only connect the related process. In shell, 

thesymbolcanbeusedtocreateapipe. 

 

In pipes the capacity of data is limited. (i.e.) If the writing process is faster than the reading 

process which consumes the data, the pipe cannot store the data. In this situation the writer 

process will block until more capacity becomes available. Also if the reading process tries toread 

data when there is no data to read, it will be blocked until the data becomes available. By this, 

pipes automatically synchronize the twoprocess. 

 

Creatingpipes: 

Thepipe()functionprovidesameansofpassingdatabetweentwoprogramsandalsoallowsto read and 

write the data. 

#include<unistd.h> 

intpipe(intfile_descriptor[2]); 

pipe()function is passed with an arrayof file descriptors. It will fill the array with new file 

descriptorsandreturnszero.Onerror,returns-1andsetstheerrnotoindicatethereasonof 

failure. 

 
Thefiledescriptorsareconnectedinawaythatisdatawrittentofile_descriptor[1]canberead back from 

the file_descriptor[0]. 

(Note:Asthisusesfiledescriptorsandnotthefilestreams,wemustusereadandwritesystem calls to 

access the data.) 

Pipesareoriginallyusedin UNIXandaremadeeven morepowerfulin Windows 95/NT/2000. 

Pipes are implemented in file system. Pipes are basically files with only two file offsets: one for 

readinganotherforwriting. Writingto apipeand readingfrom apipeis strictlyin FIFOmanner. 

(Therefore pipes are also called FIFOs). 
 



 

 

 

For efficiency, pipes are in-core files, i.e. they reside in memory instead on disk, as any other 

global data structure. Therefore pipes must be restricted in size, i.e. number of pipe blocks must 

be limited. (In UNIX the limitation is that pipes use only direct blocks.)Since the pipes have a 

limited size and the FIFO access discipline, the reading and writing processes are synchronizedin 

a similar manner as in case of message buffers. The access functions for pipes are the same as for 

files: WriteFile() and ReadFile(). 

 

Pipesusedasstandardinputandoutput: 

Wecaninvokethestandardprograms,onesthatdon’texpectafiledescriptorasaparameter. #include<unistd.h> 

intdup(int file_descriptor); 
intdup2(intfile_descriptor_1, 

int file_descriptor_2); 

The purpose of dup call is to open a new file descriptor, which will refer to the same file as an 

existingfiledescriptor.Incaseofdup,thevalueofthenewfiledescriptoristhelowestnumber available. 

In dup2 it is same as, or the first available descriptor greater than the parameter 

file_descriptor_2. 

 

Wecanpassdatabetweenprocessbyfirstclosingthefiledescriptor0 and callismadetodup. 

Bythisthenewfiledescriptorwillhavethenumber0.Asthenewdescriptoristheduplicateof an existing 

one, standard input is changed to have the access. So we have created two file descriptors for 

same file or pipe, one of them will be the standard input. 

 

(Note:Thesameoperationcanbeperformedbyusingthefcntl()function.Butcomparedtothis dup and 

dup2 are more efficient) 

 

//pipes.c 
#include<unistd.h> 
#include<stdlib.h> 

#include<stdio.h> 

#include<string.h>in

t main() 

{ 

intdata_processed; 

int file_pipes[2]; 

constcharsome_data[]="123"; 

pid_t fork_result; 

if(pipe(file_pipes)==0) 

{ 

fork_result=fork(); 
if(fork_result==(pid_t)-1) 

{ 

fprintf(stderr,"forkfailure"); 

exit(EXIT_FAILURE); 

} 
 



 

 

 

if(fork_result==(pid_t)0) 

{ 

close(0); 

dup(file_pipes[0]); 

close(file_pipes[0]); 

close(file_pipes[1]); 

execlp("od","od","-c",(char*)0); 

exit(EXIT_FAILURE); 

} 

else 

{ 
close(file_pipes[0]); 

data_processed=write(file_pipes[1], 

some_data,strlen(some_data));close(file_pipes[1]); 

printf("%d-wrote%dbytes\n",(int)getpid(),data_processed); 

} 

} exit(EXIT_SUCCESS); 

} 

Theprogramcreatesapipeandthenforks.Nowbothparentandchildprocesswillhaveitsown file 

descriptors for reading and writing. Therefore totally there are four file descriptors. 

The child process will close its standard input with close(0) and calls duo(file_pipes[0]). This 

willduplicatethefiledescriptorassociatedwiththereadend.Thenchildclosesitsoriginalfile 

descriptor. As child will never write, it also closes the write file descriptor, 

file_pipes[1].Nowthereisonlyonefiledescriptor0associatedwiththepipethatisstandard input. Next, 

child uses the exec to invoke any program that reads standard input. 

Theodcommand willwait forthe datatobeavailablefrom theuser terminal. 

Since the parent never read the pipe, it starts by closing the read end that is file_pipe[0]. When 

writingprocessofdatahasbeenfinished,thewriteendoftheparentisclosedandexited.Asthere are no file 

descriptor open to write to pipe, the od command will be able to read the three bytes written to 

pipe, meanwhile the reading process will return 0 bytes indicating the end of the file. 

Therearetwotypesofpipes: 

Namedpipes. 

Unnamedpipes(Anonymouspipes) 

 

4.6Named pipes(FIFOs) 
 

Similar to pipes, but allows for communication between unrelated processes. 

Thisisdonebynamingthecommunicationchannelandmakingitpermanent. 

Likepipe,FIFOistheunidirectionaldata stream. 
 

 

 

 

 



 

 

 

FIFOcreation: 

intmkfifo (const char*pathname, mode_tmode ); 

- makesaFIFOspecialfilewithnamepathname. 

(modespecifiestheFIFO'spermissions,ascommoninUNIX-like file 

systems). 

- AFIFOspecialfileissimilartoapipe,exceptthatitiscreated in 

adifferentway.Insteadofbeingananonymouscommunicationschannel,a FIFO 

special file is entered into the file system by calling mkfifo() 

 
OnceaFIFOspecialfilehasbeencreated,anyprocesscanopenitfor reading 
or writing, in the same way as an ordinary file. 

AFirst-in,first-out(FIFO)fileisapipethathasanameinthefilesystem.Itisalsocalledas named pipes. 

 

CreationofFIFO: 

Wecancreate aFIFO fromthecommand lineandwithinaprogram. 

Tocreatefromcommandlinewecanuseeithermknodormkfifocommands. 

$mknodfilename p 

$ mkfifo filename 
 

(Note:Themknodcommandisavailableonlynolderversions, youcanmakeuseofmkfifoin new 

versions.) 

 

TocreateFIFOwithintheprogramwecanusetwosystemcalls.Theyare, #include<sys/types.h> 

#include<sys/stat.h> 

intmkfifo(constchar 

*filename,mode_tmode); 

int mknod(const char *filename, 

mode_tmode|S_IFIFO,(dev_t)0); 

If we want to use the mknod function we have to use ORing process of fileaccess mode with 

S_IFIFOandthedev_tvalueof0.Insteadofusingthiswecanusethesimplemkfifofunction. 

 

Accessing FIFO: 

LetusfirstdiscusshowtoaccessFIFOincommandlineusingfilecommmands.Theuseful feature of 

named pipes is, as they appear in the file system, we can use them in commands. 

WecanreadfromtheFIFO(empty) 

$cat</tmp/my_fifo 

Now,let us writeto theFIFO. 

$echo "Simple!!!"> /tmp/my_fifo 
(Note:Thesetwocommandsshouldbeexecutedindifferentterminalsbecausefirstcommand will be 

waiting for some data to appear in the FIFO.) 
 

 



 

 

 

FIFOcanalsobeaccessedaslikeafileintheprogramusinglow-levelI/OfunctionsorClibrary I/O 

functions. 

The only difference between opening a regular file and FIFO is the use of open_flag with the 

optionO_NONBLOCK.Theonlyrestrictionisthatwecan’topenFIFOforreadingandwriting with 

O_RDWR mode. 

 

//fifo1.c 

#include <unistd.h> 

#include <stdlib.h> 

#include <stdio.h> 

#include <string.h> 

#include <fcntl.h> 

#include <limits.h> 

#include<sys/types.h> 

#include <sys/stat.h> 

 

#define FIFO_NAME "/tmp/my_fifo" 

#define BUFFER_SIZE PIPE_BUF 

#defineTEN_MEG(1024*1024*10) int 

main() 

{ 

intpipe_fd; 

int res; 

intopen_mode=O_WRONLY; 
int bytes_sent = 0; 

charbuffer[BUFFER_SIZE+1]; 

if(access(FIFO_NAME,F_OK)==-1){ res 

= mkfifo(FIFO_NAME, 0777); 

if(res !=0) { 

fprintf(stderr,"Couldnotcreatefifo%s\n",FIFO_NAME); exit(EXIT_FAILURE); 

} 

} 

printf("Process%dopeningFIFOO_WRONLY\n",getpid()); 
pipe_fd = open(FIFO_NAME, open_mode); 

printf("Process%dresult%d\n",getpid(),pipe_fd);if 
(pipe_fd != -1) { 

while(bytes_sent<TEN_MEG){ 

res=write(pipe_fd,buffer,BUFFER_SIZE);if (res 

== -1) { 

fprintf(stderr,"Writeerroronpipe\n"); 

exit(EXIT_FAILURE); 

} 

} 

(void)close(pipe_fd); 

} 

 else{ exit(EXIT_FAILURE);  



 

 

 
printf("Process%dfinished\n",getpid()); 
exit(EXIT_SUCCESS); 

} 

 

//fifo2.c 

#include <unistd.h> 

#include <stdlib.h> 

#include <stdio.h> 

#include <string.h> 

#include <fcntl.h> 

#include <limits.h> 

#include<sys/types.h> 

#include <sys/stat.h> 

#define FIFO_NAME "/tmp/my_fifo" 

#defineBUFFER_SIZEPIPE_BUFint 

main() 

{ 

intpipe_fd;int 

res; 

intopen_mode=O_RDONLY;char 

buffer[BUFFER_SIZE + 1]; int 

bytes_read = 0; 

memset(buffer,'\0', sizeof(buffer)); 

printf("Process%dopeningFIFOO_RDONLY\n",getpid()); 

pipe_fd = open(FIFO_NAME, open_mode); 

printf("Process%dresult%d\n",getpid(),pipe_fd); if 

(pipe_fd != -1) { 

do { 
res=read(pipe_fd,buffer,BUFFER_SIZE); 

bytes_read += res; 

} while (res > 0); 

(void)close(pipe_fd); 

} 

else { 

exit(EXIT_FAILURE); 

} 

printf("Process%dfinished,%dbytesread\n",getpid(),bytes_read); 
exit(EXIT_SUCCESS); 

} 

Bothfifo1.candfifo2.cprogramsusethe FIFOin blockingmode. 

 

First fifo1.c is executed .It blocks and waits for reader to open the named pipe. Now writer 

unblocksandstartswritingdatatopipe.Atthesametime,thereaderstartsreadingdatafromthe pipe. 

 

4.5Unnamedpipes(Anonymous Pipes) 

Anonymouspipesdon'thavenames,thereforetheycanbeusedonlybetweenrelatedprocesses which 

can inherit the file handles (file descriptors). 

  



 

 

 



 

 

 

 

Anonymous pipes are typically used to "pipe" two programs: standard output from one program 

is redirected to the pipe input (write handle), while the standard input of the second program is 

redirected to from the pipe output (read handle). The pipe is created by the parent (usually the 

login shell), and the pipe handles are passed to children through the inheritance mechanism. 

Anonymouspipescannotbeusedacrossanetwork.Also,anonymouspipesareunidirectional-in order 

to communicate two related processes in both directions, two anonymous pipes must be created. 

 

ExampleofWin32anonymouspipesusedforprogrampiping: 

//******************************************************************* 

//Thisprogramimplementspipingofprogramsp1.exeand p2.exe 

//throughananonymouspipe.Theprogramcreatestwochildprocesses 

//(whichexecuteimagesp1.exeand p2.exe)anda pipe,then passes 

//the pipehandles to thechildren. 

// 
//Theprogram is invokedas: pipep1 p2(no command line arguments) 

//******************************************************************* 

#include <windows.h> 

#include<iostream.h> 

intmain(intargc,char*argv[]) 

{ 

//Createanonymous(unnamed)pipe 
SECURITY_ATTRIBUTES sa; 

sa.nLength=sizeof(SECURITY_ATTRIBUTES); 

sa.lpSecurityDescriptor = 0; 

sa.bInheritHandle=TRUE;//Handlesareinheritable(defaultisFALSE) 

HANDLE rh,wh; // Read and write handles of the pipe 

if(!CreatePipe(&rh,&wh,&sa,0)) 

{ 

cout<<"Couldn'tcreatepipe"<<GetLastError()<<endl; return 
(1); 

} 
// Create the first child process p1 

PROCESS_INFORMATION pi1; 

STARTUPINFO si1; 

GetStartupInfo(&si1); //Getdefaultstartupstructure 

si1.hStdInput = GetStdHandle(STD_INPUT_HANDLE); 

si1.hStdOutput = wh; //Stdoutputofp1isinputtothepipe 

si1.dwFlags = STARTF_USESTDHANDLES; 

CreateProcess( argv[1],

 //Nameofthep1'simage(without".exe."0,0,

0, 

TRUE, //Eachopeninheritablehandleofthe 

//parent will beinheritedbythechild 
0,0,0, 

&si1,&pi1); 

CloseHandle(wh); //Pipehandlenolongerneeded 
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PROCESS_INFORMATIONpi2; 

STARTUPINFO si2; 

GetStartupInfo(&si2);  // Get default startup structure 

si2.hStdInput = rh; //Stdinputofp2isotputfromthepipe 

si2.hStdOutput = GetStdHandle(STD_OUTPUT_HANDLE); 

si2.dwFlags = STARTF_USESTDHANDLES; 

CreateProcess( 0,argv[2], //Nameofthep1'simage(without".exe."0,0, 

TRUE, //Eachopeninheritable handleofthe 

//parent will beinheritedbythechild 

0,0,0, 
&si2,&pi2); 

WaitForSingleObject(pi1.hProcess,INFINITE); 

CloseHandle(pi1.hProcess); 

WaitForSingleObject(pi2.hProcess,INFINITE); 

CloseHandle(pi2.hProcess); 

CloseHandle(rh); 
return(0); 

} 

 

Comment: 
In order to communicate two processes (P1 and P2) through anonymous pipes byredirectingthe 

standard I/O, theprocesses don't have to be aware ofthe existenceof pipes, i.e.theirsources and 

images don't have to be modified. 

 

 

4.8Pipeprocessing:(popen&pcloselibraryfunctions) 

 
Theprocessofpassingdatabetweentwoprogramscanbedonewiththehelpofpopen()and pclose() 
functions. 

#include<stdio.h> 

FILE*popen(constchar*command, 

const char *open-mode); 

intpclose(FILE*stream_to_close); 

popen(): 

The popen function allows a program to invoke another program as a new process and either 

write the data to it or to read from it. The parametercommand is the name of the program to run. 

Theopen_modeparameterspecifiesinwhichmodeitistobeinvoked,itcanbeonlyeither"r"or "w". On 

failure popen() returns a NULL pointer. If you want to perform bi-directional communication 

you have to use two pipes. 

 

pclose(): 

By using pclose(), we can close the filestream associated with popen() after the process started 

by it has been finished. The pclose() will return the exit code of the process, which is to be 

closed. If theprocess was alreadyexecuted a wait statement beforecallingpclose, the exit status 

willbelostbecausetheprocesshasbeenfinished.Afterclosingthefilestream,pclose()willwait for the 

child process to terminate. 

 



 

 

 

Messagequeue: 

This isaneasy wayofpassingmessagebetweentwoprocess.Itprovidesaway of sending a block of 

data from one process to another. The main advantage of using this is, each block of data is 

considered to have a type, and a receiving process receives the blocks of data having different 

type values independently. 

 

Creationandaccessingofamessagequeue: 
Youcancreateandaccessamessagequeueusingthe msgget()function. 
#include<sys/msg.h> 

intmsgget(key_tkey,int msgflg); 

Thefirstparameteristhekeyvalue,whichspecifiestheparticularmessagequeue.Thespecial constant 

IPC_PRIVATE will create a private queue. But on some Linux systems the message queue may 

not actually be private. 

Thesecond parameteristheflagvalue,which takesninepermission flags. 

 

Addingamessage: 

Themsgsnd()functionallowstoaddamessagetoamessagequeue. 
#include<sys/msg.h> 

intmsgsnd(intmsqid,constvoid*msg_ptr,size_tmsg_sz,intmsgflg); 

 

Thefirstparameteristhe messagequeueidentifier returnedfromanmsggetfunction. 

The second parameter is the pointer to the message to be sent. The third parameter is the size of 

themessagepointedtobymsg_ptr.Thefourthparameter,istheflagvaluecontrolswhathappens if either 

the current message queue is full or within the limit. On success, the function returns 0 and a 

copyof the message data has been taken and placed on the message queue, on failure -1 is 

returned. 

 

Retrievinga message: 

Thesmirch()function retrievesmessagefrom the messagequeue. 

#include<sys/msg.h> 

intmsgsnd(int msqid,const void *msg_ptr 

,size_t msg_sz,long int msgtype ,int msgflg); 

Thesecondparameterisapointertothemessagetobereceived. 

The fourth parameter allows a simple form of reception priority. If its value is 0,the first 

available message in the queue is retreived. If it is greater than 0,the first message type is 

retrived.Ifitislessthan0,thefirstmessagethathasatypethesameaorlessthantheabsolute value of 

msgtype is retrieved. 

On success, msgrcv returns the number on bytes placed in the receive buffer, the message is 

copiedintotheuser-allocatedbufferandthedataisdeletedfromthemessagequeue.Itreturns -1 on error. 

 

Controllingthemessagequeue: 

 Thisisverysimilar thatofcontrol functionofshared memory.  



 

 

 

#include<sys/msg.h> 

intmsgctl(intmsgid,intcommand, 

struct msqid_ds *buf); 

Thesecondparametertakesthevaluesasgivenbelow: 

 

1.) IPC_STAT-Setsthedatainthemsqid_dstoreflectthevaluesassociatedwiththemessage queue. 

2.) IPC_SET-Iftheprocesshasthepermissiontodoso,thissetsthevaluesassociatedwiththe message 

queue to those provided in the msgid_ds data structure. 

3.) IPC_RMID-Deletesthemessage queue. 

 

(Note:Ifthemessagequeueisdeletedwhiletheprocessiswritinginamsgsndormsgrcv function, the 

send or receive function will fail. 

 

Client/server Example: 

//msgq1.c 

#include<stdlib.h> 

#include<stdio.h> 

#include<string.h> 

#include<errno.h> 

#include<unistd.h> 

#include<sys/msg.h>struc

t my_msg_st 

{ 

long int my_msg_type; 
charsome_text[BUFSIZ]; 

}; 

intmain() 
{ 

intrunning=1; 

int msgid; 

struct my_msg_st some_data; 

long int msg_to_receive = 0; 

msgid = msgget( (key_t)1234, 

0666 | IPC_CREAT); 

if(msgid==-1) 
{ 

fprintf(stderr,"failedtoget:\n"); exit(EXIT_FAILURE); 

} 

while (running) 

{ 

 if(msgrcv(msgid,(void *)&some_data,  



 

 

 

 

{ 

fprintf(stderr,"failedtoreceive:\n"); 
exit(EXIT_FAILURE); 

} 

printf("You Wrote: %s", 

some_data.some_text); 

if(strncmp(some_data.some_text,"end",3) 

==0) 

{ 

running=0; 

 

} 

} 

if(msgctl(msgid,IPC_RMID,0)==-1) 

{ 

fprintf(stderr,"failedtodelete\n"); 

exit(EXIT_FAILURE); 

} 

exit(EXIT_SUCCESS); 

} 

 

//msgq2.c 

#include <stdlib.h> 

#include <stdio.h> 

#include <string.h> 

#include <errno.h> 

#include <unistd.h> 

#include <sys/msg.h> 

#defineMAX_TEXT512 

 

structmy_msg_st 

{ 

longint my_msg_type; 

char some_text[MAX_TEXT]; 

}; 

 

int main() 

{ 

intrunning=1; 

structmy_msg_stsome_data; 

int msgid; 

charbuffer[BUFSIZ]; 

 

msgid=msgget((key_t)1234, 
0666 | IPC_CREAT); 

if(msgid==-1) 



 

 

 
fprintf(stderr,"failedtocreate:\n"); 
exit(EXIT_FAILURE); 

} 

while(running) 

{ 
printf("Enter Some Text: "); 

fgets(buffer, BUFSIZ, stdin); 

some_data.my_msg_type = 1; 

strcpy(some_data.some_text,buffer); 

if(msgsnd(msgid,(void*)&some_data,MAX_TEXT,0)==-1) 

{ 

fprintf(stderr,"msgsndfailed\n"); 

exit(EXIT_FAILURE); 

} 

if(strncmp(buffer,"end", 3)==0) 

{ 

running=0; 

} 

} 

exit(EXIT_SUCCESS); 

} 

Themsgq1.cprogramwillcreatethemessagequeueusingmsgget()function. The msgid identifier is 

returned by the msgget().The message are received fromthequeueusing msgrcv() function until 

thestring"end"isencountered.Thenthequeueis deletedusing msgctl() function. 

Themsgq2.cprogramusesthe msgsnd()functiontosendtheenteredtexttothequeue. 

 

Semaphore: 

While we are using threads in our programs in multi-user systems, multiprocessing system, or a 

combinationoftwo,wemayoftendiscovercriticalsectionsinthecode. Thisisthesectionwhere we have 

to ensure that a single process has exclusive access totheresource. 

 

Forthispurposethesemaphoreisused.Itallowsinmanagingtheaccesstoresource. 

Topreventtheproblemofoneprogramaccessingthesharedresourcesimultaneously,wearein 

 

need to generate and use a token which guarantees the access to only one 

threadofexecutioninthecriticalsectionatatime. 

It is counter variable, which takes only the positive numbers and upon which programs can only 

act atomically. The positive number is the value indicating the number of units of the shared 

resources are available for sharing. 

 

Thecommonformofsemaphoreisthebinarysemaphore,whichwillcontrolasingleresource, and its 

value is initialized to 0. 

 



 

 

 

Creationofsemaphore: 

Theshmget()functioncreatesanewsemaphoreorobtainsthesemaphorekeyofanexisting semaphore. 

#include<sys/sem.h> 

intshmget(key_tkey,intnum_sems, 

intsem_flags); 

 

The first parameter, key, is an integral value used to allow unrelated process to access the same 

semaphore. The semaphore keyisused onlybysemget. All others use the identifier return bythe 

semget(). There is a special key value IPC_PRIVATE whichallows to create the semaphore and 

to be accessed only by the creating process. 

 

Thesecondparameteristhenumberofsemaphoresrequired,itisalmostalways1.Thethird parameter is 

the set of flags. The nine bits are the permissions for the semaphore. 

 
Onsuccessitwillreturnapositivevaluewhichistheidentifierusedbytheothersemaphore functions. 

On error, it returns -1. 

 

Changingthevalue: 

Thefunction semop()isusedforchangingthe valueof the semaphore. 

#include<sys/sem.h> 

intsemop(intsem_id,struct sembuf 

*sem_ops,size_t num-_sem_ops); 

Thefirst parameter is the shmid is theidentifier returned bythesemget(). 

 

Thesecondparameteristhepointertoanarrayofstructure.Thestructuremaycontainatleast the 

following members: 

struct sembuf{ 

shortsem_num; 

short sem_op; 

short sem_flg; 

} 

The first member is the semaphore number, usually 0 unless it is an array of semaphore. The 

sem_opisthevaluebywhichthesemaphoreshouldbechanged.Generallyittakes -1,whichis operation 

to wait for a semaphore and +1, which is the operation to signal the availability of semaphore. 

 

Thethirdparameter,istheflagwhichisusuallysettoSET_UNDO.Iftheprocessterminates without 

releasing the semaphore, this allows to release it automatically. 

 

Controllingthesemaphore: 

Thesemctl()functionallowsdirectcontrolofsemaphore information. 

 

#include<sys/sem.h> 

int semctl(int sem_id,int sem_num, 

intcommand,.../*unionsemunarg*/); 



 

 

 

 

Thethirdparameteristhecommand,whichdefinestheactiontobetaken.Therearetwo common 

values: 

1.) SETVAL:Used forinitializingasemaphoreto aknown value. 

2.) IPC_RMID:Deletes thesemaphoreidentifier. 

 

Filelockingwith semaphores 

//sem.c 

#include <unistd.h> 

#include <stdlib.h> 

#include <stdio.h> 

#include 

<sys/sem.h>#include<sys

/ipc.h> 

#include<sys/types.h> 

 

union semun 

{ 

int val; 

struct semid_ds *buf; 

unsignedshort*array; 

}; 

 

static void  del_semvalue(void); 

static int set_semvalue(void); 

static int semaphore_p(void); 

static int semaphore_v(void); 

static int sem_id; 

// 

static int set_semvalue() 

{ 

unionsemunsem_union; 
sem_union.val = 1; 

if(semctl(sem_id,0,SETVAL,sem_union)==-1)return(0); return(1); 

} 

// 
static void del_semvalue() 

{ 

unionsemun sem_union; 
if(semctl(sem_id,0,IPC_RMID,sem_union)==-1) 

fprintf(stderr, "Failed to delete semaphore\n"); 

} 

// 

static int semaphore_p() 

{ 
structsembufsem_b; 

sem_b.sem_num=0; 



 

 

 

sem_b.sem_flg= SEM_UNDO; 

if(semop(sem_id,&sem_b,1)== -1) 

{ 

fprintf(stderr, "semaphore_p failed\n"); 

return(0); 

} 

return(1); 
} 

// 

static int semaphore_v() 

{ 
struct sembuf sem_b; 

sem_b.sem_num = 0; 

sem_b.sem_op = 1; /* V() */ 

sem_b.sem_flg=SEM_UNDO; 

if(semop(sem_id,&sem_b,1)==-1){ 

fprintf(stderr,"semaphore_vfailed\n"); 

return(0); 

} 

return(1); 

} 

intmain(intargc,char*argv[]) 

{ 

int i; 

int pause_time; 

charop_char='O'; 

srand((unsignedint)getpid()); 

sem_id=semget((key_t)1234,1,0666|IPC_CREAT); if 

(argc > 1) 

{ 
if (!set_semvalue()) 

{ 

fprintf(stderr,"Failedtoinitializesemaphore\n"); 
exit(EXIT_FAILURE); 

} 

op_char='X'; 

sleep(2); 

} 

for(i=0; i<10; i++) 

{ 

if(!semaphore_p())exit(EXIT_FAILURE); 

printf("%c", op_char); 

fflush(stdout); 

pause_time=rand()%3; 

sleep(pause_time); 

printf("%c",op_char);fflush(stdout); 

 

if(!semaphore_v())exit(EXIT_FAILURE); 



 

 

 

pause_time=rand()%2; 

sleep(pause_time); 

} 

printf("\n%d-finished\n",getpid()); if 

(argc > 1) 

{ 

sleep(10); 

del_semvalue(); 

} 
exit(EXIT_SUCCESS); 

} 
 

The functionset_semvalue()initializes the semaphore using theSETVALcommand 
insemctl()function. But this is to be done before the usage of semaphore. 

 

Thefunctiondel_semvalue()isusedtodeletethesemaphorebyusingthe command IPC_RMID in the 

semctl() function. The function semaphore_p() changes the semaphorevalueto-

1,whichisusedtomaketheprocesstowait. 

 

In the function semaphore_v(),the semop member of the structure sembuf is set to 1.By this the 

semphorebecomesavailablefortheotherprocessesbecauseitisreleased. 
 

 
 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 



 

 

 

 

UNIT V 

SharedMemoryandSockets 
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setsockopt 
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SharedMemory: 

Sharedmemoryisahighlyefficientwayofdatasharingbetweenthe runningprograms. It allows two 

unrelated processes to access the same logical memory. It is the fastest form of IPC because all 

processes share the same piece of memory. It also avoidscopyingdataunnecessarily. 

 

As kernel does not synchronize the processes, it should be handled by the user. Semaphore can 

also be used to synchronize the access to shared memory. 

 

Usageofsharedmemory: 

To use the shared memory, first of all one process should allocate the segment, and then each 

process desiring to access the segment should attach the segment. After accessing the segment, 

each process should detach it. It is also necessary to deallocatethesegmentwithoutfail. 

 

Allocating the shared memory causes virtual pages to be created. It is important to note that 

allocating the existing segment would not create new pages, but will return 

theidentifierfortheexistingpages. 

 

All the shared memorysegments areallocated as the integral multiples of the system's page size, 

which is the number of bytes in a page of memory. 

 

Unixkernelsupportforsharedmemory 

 Thereisasharedmemorytableinthekerneladdressspacethatkeepstrackofallshared memory 

regions created in thesystem. 

 Each entryofthetablesstorethefollowingdata: 

1. Name 

2. CreatoruserIDand groupID. 

3. Assignedowneruser IDandgroup ID. 

4. Read-writeaccesspermissionoftheregion. 

5. Thetimewhenthelastprocessattachedtotheregion. 

6. Thetimewhenthelastprocessdetachedfromtheregion. 

7. Thetimewhenthelastprocesschangedcontroldataoftheregion. 

8. Thesize,in no.of bytes oftheregion. 

 

UNIXAPIsforsharedmemory 

shmget 

 Openandcreateasharedmemory. 

 

 Functionprototype: 

 

#include<sys/types.h> 

#include<sys/ipc.h> 

#include<sys/shm.h> 



 

 

intshmget( key_tkey,int size,int flag); 

 

 Functionreturnsapositivedescriptorif itsucceedsor-1ifitfails. 

 

Shmat 

 Attachashared memorytoaprocessvirtualaddressspace. 

 Functionprototype: 

#include<sys/types.h> 

#include<sys/ipc.h> 

#include<sys/shm.h> 

void* shmat (int shmid,void *addr, int flag); 

 Functionreturnsthemappedvirtualaddressofhesharedmemoryif itsucceedsor-1ifit fails. 

 

Shmdt 

 Detachasharedmemoryfromtheprocessvirtual addressspace. 

 Functionprototype: 

 

#include<sys/types.h> 

#include<sys/ipc.h> 

#include<sys/shm.h>int

shmdt(void*addr); 

 Functionreturns0ifitsucceedsor-1ifitfails. 

 

Shmctl 

 Queryorchangecontroldata ofashared memoryordeletethememory. 

 

 Functionprototype: 

 

#include<sys/types.h> 

#include<sys/ipc.h> 

#include<sys/shm.h> 

intshmctl (int shmid,intcmd, structshmid_ds *buf); 

 

 Functionreturns0ifitsucceedsor-1ifitfails. 



 

 

SharedmemoryExample 

 

//shmry1.c 

#include<unistd.h> 

#include<stdlib.h> 

#include<stdio.h> 

#include<string.h> 

#include<sys/shm.h> 

#defineTEXT_SZ2048 

struct shared_use_st 

{ 
int written_by_you; 

char some_text[TEXT_SZ]; 

}; 

 

int main() 

{ 

intrunning=1; 
void*shared_memory=(void*)0; 

structshared_use_st*shared_stuff; 

int shmid; 

srand((unsignedint)getpid()); 

shmid = shmget( (key_t)1234, 

sizeof(struct shared_use_st), 

0666 |IPC_CREAT ); 

if(shmid==-1) 

{ 

fprintf(stderr,"shmget failed\n"); 

exit(EXIT_FAILURE); 

} 

shared_memory=shmat(shmid,(void*)0,0); if 

(shared_memory == (void *)-1) 

{ 

fprintf(stderr,"shmatfailed\n"); 

exit(EXIT_FAILURE); 

} 

printf("MemoryAttachedat%x\n", 

(int)shared_memory); 

 

shared_stuff=(structshared_use_st*) shared_memory; 

shared_stuff->written_by_you=0; 

while(running) 

{ 

if(shared_stuff->written_by_you) 

{ 



 

 

printf("You Wrote: %s", 

shared_stuff->some_text); 

 

sleep(rand()%4); 

shared_stuff->written_by_you= 0; 

if(strncmp(shared_stuff->some_text, 

"end", 3)== 0) 

{ 

running=0; 
} 

} 

} 

 

 

if(shmdt(shared_memory) ==-1) 

 

{ 

fprintf(stderr,"shmdtfailed\n"); 

exit(EXIT_FAILURE); 

} 

if(shmctl(shmid,IPC_RMID,0)==-1) 

{ 

fprintf(stderr,"failedto delete\n"); 

exit(EXIT_FAILURE); 

} 

exit(EXIT_SUCCESS); 

 

} 

 

//shmry2.c 

#include<unistd.h> 

#include<stdlib.h> 

#include<stdio.h> 

#include<string.h> 

 

#include<sys/shm.h> 

 

#defineTEXT_SZ2048 
struct shared_use_st 

{ 
int written_by_you; 

char some_text[TEXT_SZ]; 
}; 

int main() 

{ 

intrunning=1 
void*shared_memory=(void*)0; 

structshared_use_st*shared_stuff; 
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int shmid; 

 

shmid=shmget((key_t)1234, 

sizeof(struct shared_use_st), 

0666|IPC_CREAT); 

if(shmid==-1) 
{ 

fprintf(stderr,"shmgetfailed\n"); 

exit(EXIT_FAILURE); 

} 

 

shared_memory=shmat(shmid, 

(void *)0, 0); 

if (shared_memory==(void*)-1) 
{ 

fprintf(stderr,"shmatfailed\n"); 

exit(EXIT_FAILURE); 

} 
printf("MemoryAttachedat%x\n",(int)shared_memory); shared_stuff 

= (struct shared_use_st *)shared_memory; while(running) 

{ 

while(shared_stuff->written_by_you==1) 

{ 
sleep(1); 

printf("waitingforclient. .... \n"); 

} 

printf("Enter Some Text: "); 

fgets(buffer,BUFSIZ,stdin); 

strncpy(shared_stuff->some_text,buffer, 

TEXT_SZ); 

shared_stuff->written_by_you= 1; 

if(strncmp(buffer,"end", 3)==0) 

{ 

running=0; 

} 

} 

if(shmdt(shared_memory) ==-1) 

{ 

fprintf(stderr,"shmdtfailed\n"); 

exit(EXIT_FAILURE); 

} 

exit(EXIT_SUCCESS); 

} 

 

Theshmry1.cprogramwillcreatethesegmentusingshmget()functionandreturnstheidentifier shmid. 

Then that segment is attached to its address space using shmat() function. 

 

Thestructureshare_use_stconsistsofaflagwritten_by_youissetto1whendataisavailable. When it is 

set, program reads the text, prints it and clears it to show it has read the data. The string end is 

used to quit from the loop. After this the segment is detached and deleted. 



 

 

Theshmry2.cprogram getsandattachestothesamememorysegment.Thisispossiblewiththe 

helpofsamekeyvalue1234usedintheshmget()function.Ifthewritten_by_youtextisset,the 

processwillwaituntilthepreviousprocessreads it.Whentheflagiscleared,thedataiswritten and sets 

the flag. This program too will use the string "end" to terminate. Then the segment is detached. 

 

5.2Sockets 

A socket is a bidirectional communication device that can be used to communicate withanother 

process on the same machine or with a process running on other machines.Sockets are the only 

interprocess communication we‟ll discuss in this chapter thatpermit communication between 

processes on different computers. Internet programs such as Telnet, rlogin, FTP, talk, and the 

World Wide Web use sockets. 

 

For example, you can obtain the WWW page from a Web server using theTelnet program 

because they both use sockets for network communications.To open a connection to a WWW 

server at www.codesourcery.com, use telnet www.codesourcery.com 80.The magic constant 80 

specifies a connection to the Web server programming running www.codesourcery.com instead 

of some other process.Try typing GET / after the connection is established.This sends a message 

through the socket to the Web server, which replies by sending the home page‟s HTML source 

and then closing the connection—for example: 

%telnetwww.codesourcery.com80 

Trying 206.168.99.1... 

Connectedtomerlin.codesourcery.com(206.168.99.1). 

Escape character is „^]‟. 

GET/ 

<html> 
<head> 

<metahttp-equiv=”Content-Type”content=”text/html;charset=iso-8859-1”> 

... 

3. NotethatonlyWindowsNTcancreateanamedpipe;Windows9xprogramscanformonly 

clientconnections. 

4. Usually,you‟dusetelnettoconnectaTelnetserverforremotelogins.Butyoucanalsouse telnet to 

connect to a server of a different kind and then type comments directly atit. 

IntroductiontoBerkeleysockets 

Berkeley sockets (or BSD sockets) is a computing library with an application 

programminginterface (API) for internet sockets and Unix domain sockets, used for inter-

processcommunication (IPC). 

ThislistisasummaryoffunctionsormethodsprovidedbytheBerkeleysocketsAPI library: 

 socket()createsanewsocketofacertainsockettype,identifiedbyanintegernumber, and 

allocates system resources to it. 

 bind()istypicallyusedontheserverside,andassociatesasocketwithasocketaddress 
structure, i.e. a specified local port number and IP address. 

 listen()isusedontheserver side,andcauses abound TCP sockettoenterlisteningstate. 

 connect()isusedontheclientside,andassignsafreelocalportnumbertoasocket.In case of a 

TCP socket, it causes an attempt to establish a new TCPconnection. 

http://www.codesourcery.com/
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https://en.wikipedia.org/wiki/Unix_domain_socket
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 accept() is used on the server side. Itaccepts a received incoming attempt to create a new 

TCP connection from the remote client, and creates a new socket associated with the 

socket address pair of thisconnection. 

 send()andrecv(),orwrite()andread(),orsendto()andrecvfrom(),areusedforsending and 
receiving data to/from a remote socket. 

 close()causesthesystemtoreleaseresourcesallocatedtoasocket.IncaseofTCP,the 

connection is terminated. 

 gethostbyname()andgethostbyaddr()areusedtoresolvehostnamesandaddresses.IPv4 only. 

 select()isusedtopend,waitingforoneormoreofaprovidedlistofsocketstobeready to read, 

ready to write, or that have errors. 

 poll()isusedtocheckon thestateofasocketinasetofsockets.Thesetcanbetestedto see if any 

socket can be written to, read from or if an erroroccurred. 

 getsockopt()isusedtoretrievethecurrentvalueofaparticularsocketoptionforthe 

specifiedsocket. 

 setsockopt()isusedto setaparticularsocketoptionforthespecifiedsocket. 

 

IPCoveranetwork Socket 

Concepts 

Whenyoucreate asocket,youmustspecifythreeparameters: 

 communicationstyle, 

 namespace, 

 protocol. 

Acommunicationstyle controlshowthesockettreatstransmitteddataandspecifies 

thenumberofcommunicationpartners.Whendataissentthroughasocket,itisackagedinto chunks 

called packets.The communication style determines how these 

packetsarehandled andhow theyare addressedfrom thesender tothereceiver. 

Connection styles guarantee delivery of all packets in the order they were sent. If 

packetsarelostorreorderedbyproblemsinthenetwork,thereceiverautomatically requests 

their retransmission from the sender. 

Aconnection-stylesocket islikeatelephonecall:Theaddresses ofthe sender 

andreceiverarefixedatthebeginningofthecommunicationwhentheconnection is 

established. 

Datagramstylesdonotguaranteedeliveryorarrivalorder.Packetsmaybelostor 

reordered in transit due to network errors or other conditions. Each packet must 

be labeled with its destination and is not guaranteed to be delivered.The system 

guarantees only “best effort,” so packets may disappear or arrive in a different 

order than shipping. 

Adatagram-stylesocketbehavesmorelikepostalmail.Thesenderspecifiesthe receiver‟s 
address for each individual message. 

A socket namespace specifies how socket addresses are written. A socket address identifies one 

end of a socket connection. For example, socket addresses in the “local namespace” are ordinary 

filenames. In “Internet namespace,” a socket address is composed of the Internet address (also 

known as an Internet Protocol address or IP address) of a host attached to the network and aport 

number.The port number distinguishes among multiple sockets on the samehost.A protocol 

specifies how data is transmitted. Some protocols are TCP/IP, the primary networking protocols 

usedbytheInternet;theAppleTalknetworkprotocol;andtheUNIXlocalcommunication 

Dep
protocol.Notallcombinationsofstyles,namespaces,andprotocolsare supported. 
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Client-serverdatagram socket— example 

ToexperimentwithdatagramsocketsintheUNIXdomainwewillwritea client/server application 

where: 

 theclienttakesanumberofargumentsonitscommandlineandsendthemtotheserver using 

separate datagrams 

 foreachdatagramreceived,theserverconvertsittouppercaseandsenditbacktothe client 

 theclient printsserver repliestostandardoutput 

Forthistowork we willneed tobindall involvedsocketsto pathnames. 

 

Client-serverdatagram socketexample —protocol 

#include <ctype .h> 

#include <sys/un.h> 

#include<sys/socket.h> 

#include <unistd .h> 

#include " helpers .h" 

#define SRV_SOCK_PATH " /tmp/uc_srv_socket " 

#defineCLI_SOCK_PATH"/tmp/uc_cli_socket.%ld" 

#define MSG_LEN 10 

#include"uc proto.h" 
int main( int argc , char *argv [ ] ) { 

structsockaddr_unsrv_addr,cli_addr; int 

srv_fd , i ; 

ssize_t bytes ; 

socklen_tlen; 

charbuf[MSG_LEN]; 

if((srv_fd=socket(AF_UNIX,SOCK_DGRAM,0))<0) err_sys 

( " socket error " ) ; 

memset(&srv_addr,0,sizeof(structsockaddr_un)); srv_addr . 

sun_family = AF_UNIX ; 

strncpy(srv_addr.sun_path,SRV_SOCK_PATH, 

sizeof ( srv_addr . sun_path ) 1) ; 

if(access(srv_addr.sun_path,F_OK)==0) unlink ( 

srv_addr . sun_path ) ; 

if(bind(srv_fd,(structsockaddr*)&srv_addr, sizeof ( 

struct sockaddr_un ) ) < 0) 

err_sys( "binderror"); 

for(; ; ){ 

len=sizeof(struct sockaddr_un ) ; 
if((bytes=recvfrom(srv_fd,buf,MSG_LEN,0, ( 

struct sockaddr * ) &cl i_addr , &len ) ) < 1) err_sys 

( " recvfrom error " ) ; 

printf("serverreceived%ldbytesfrom%s\n", ( 

long) bytes , cl i_addr . sun_path ) ; 

for(i = 0; i < bytes ; i ++) 

buf[i]=toupper((unsignedchar)buf[i]); i f ( 

sendto ( srv_fd , buf , bytes , 0, 

(structsockaddr*)&cli_addr,len)!=bytes) err_sys ( " 
sendto error " ) ; 

} 



 

s 

#include"uc proto.h" 
int main( int argc , char *argv [ ] ) { 

structsockaddr_unsrv_addr,cli_addr; int 

srv_fd , i ; 

size_t len ; 

ssize_tbytes; 

charresp[MSG_LEN]; i 

f ( argc < 2) 

err_qui t("Usage:uc cl ient MSG.. ."); 

if((srv_fd=socket(AF_UNIX,SOCK_DGRAM,0))<0) err_sys 
( " socket error " ) ; 

memset(&cli_addr,0,sizeof(structsockaddr_un)); cl 

i_addr . sun_family = AF_UNIX ; 

snprintf(cli_addr.sun_path,sizeof(cli_addr.sun_path), CLI_SOCK_PATH, ( 

long) getpid ( ) ) ; 

if(bind(srv_fd,(structsockaddr*)&cli_addr, sizeof ( 

struct sockaddr_un ) ) == 1) 

err_sys( "binderror "); 

 

Notes: 

theserverispersistentandprocessesonedatagramatatime,nomattertheclientrocess,i.e. there is no 
notion of connection messages larger than 10 bytes are silently truncated 

 

Socketaddressstructures(UNIXdomain&Internetdomain) 

UNIX domain Sockets: 

We now want to give an example of stream sockets. To do so, we can longer remain in the 

abstractofgeneralsockets,butweneedtopickadomain.WepicktheUNIXdomain.Inthe UNIX 

domain, addresses are pathnames. The corresponding Cstructure is sockaddr_un: struct 

sockaddr_un { 

sa_family_tsun_family;/*=AF_UNIX*/ 

charsun_path[108];/*socketpathname, 

NULL terminated */ 

} 
Thefieldsun_pathcontainsaregularpathname,pointingtoaspecialfileoftypesocket(.pipe) which 

will be created at bind time. 

Duringcommunicationthefilewillhavenocontent,itisusedonlyasarendez-vouspoint between 

processes. 

 

Internet-DomainSockets 

UNIX-domain sockets can be used only for communication between two processes on the same 

computer. Internet-domain sockets, on the other hand, may be used to connect processes on 

different machines connected by a network. 

Sockets connecting processes through the Internet use the Internet namespace represented by 

PF_INET.The most common protocols are TCP/IP.The Internet Protocol (IP), a low-level 

protocol, moves packets through the Internet, splitting and rejoining the packets, if necessary. It 

guarantees only “best-effort” delivery, so packets may vanish or be reordered during transport. 

Every participating computer is specified using a unique IP number. 



 

s 

The Transmission Control Protocol (TCP), layered on top of IP, provides reliable connection- 

ordered transport. It permits telephone-likeconnections to be established between computers and 

ensures that data is delivered reliably and inorder. 

DNSNames 

Because it is easier to remember names than numbers, the Domain Name Service (DNS) 

associates names such as www.codesourcery.com with computers‟ unique IP numbers. DNS is 

implemented by a worldwide hierarchy of name servers, but you don‟t need to understand DNS 

protocols to use Internet host names in your programs. 

Internet socket addresses contain two parts: a machine and a port number.This information is 

stored in a struct sockaddr_in variable. Set the sin_family field to AF_INET to indicate that this 

is an Internet namespace address.The sin_addr field stores the Internet address of the desired 

machine as a 32-bit integer IP number.A port number distinguishes a given machine‟s different 

sockets. Because different machines store multibyte values in different byte orders, use htons to 

convert the port number to 

network byte order. See the man page for ip for more information.To convert human-readable 

hostnames, either numbers in standard dot notation (such as 10.0.0.1) or DNS names (such as 

www.codesourcery.com) into 32-bit IP numbers, you can use gethostbyname.This returns a 

pointer to the struct hostent structure; the h_addr field contains the host‟s IP number. 

 

System Calls 

Socketsaremoreflexiblethanpreviouslydiscussedcommunicationtechniques.These are 

the system calls involving sockets: 

socket—Creates a socket 

closes—Destroysasocket 

connect—Createsaconnectionbetweentwosockets 

bind—Labels a server socket with an address 

listen—Configuresasockettoacceptconditions 

accept—Acceptsaconnectionandcreatesanewsocketfortheconnection Sockets are 

represented by file descriptors. 

 

CreatingandDestroyingSockets 

SocketsareIPCobjectsthatallowtoexchangedatabetweenprocessesrunning: either 

on the same machine (host), or on different ones over a network. 

The UNIX socket API first appeared in 1983 with BSD 4.2. It has been finally standardized for 

the first time in POSIX.1g (2000), but has been ubiquitous to every UNIX implementation since 

the 80s. 

The socket API is best discussed in a network programming course,which this one is not. Wewill 

only address enough general socketconcepts to describe how to use a specific socket family: 

UNIXdomain sockets. 

ConnectionOrientedProtocol 

http://www.codesourcery.com/
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Connectionless Protocol 
 

 

Client-serversetup 

Let‟sconsideratypicalclient-serverapplicationscenario—nomatteriftheyarelocatedonthe same or 

different hosts. 

Socketsareusedas follows: 

eachapplication:createasocket 

idea:communicationbetweenthetwo applicationswill flowthroughanimaginary“pipe”that 

will connectthetwosockets together 

server:binditssockettoawell-knownaddress 

wehavedonethe same toset up rendez-vous points forother IPC objects. 

e.g.FIFOs 

client:locateserversocket(viaitswell-knownaddress)and“initiatecommunication”1withthe server. 

 

Socket options: 

Inordertotellthesockettogettheinformationaboutthepacketdestination,weshouldcall 

setsockopt(). 

setsockopt() and getsockopt() - set and get options on a 

socket.Bothmethodsreturn0onsuccessand-1onerror. 

Prototype:intsetsockopt(intsockfd,intlevel,intoptname,... 

There are two levels of socket options: 

Tomanipulateoptions atthesocketsAPIlevel: SOL_SOCKET 

To manipulate options at a protocol level, that protocol number should be used; 

forexample,forUDPitisIPPROTO_UDPorSOL_UDP(bothareequal17);see 

include/linux/in.h and include/linux/socket.h 

● SOL_IPis0. 
● Therearecurrently19LinuxsocketoptionsandoneanotheronoptionforBSD 

compatibility. 

● ThereisanoptioncalledIP_PKTINFO. 

Wewillsetthe IP_PKTINFOoptiononasocketinthefollowingexample. 

// from /usr/include/bits/in.h 

#defineIP_PKTINFO8/*bool*/ 

/*StructureusedforIP_PKTINFO.*/ 
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structin_pktinfo 

{ 

intipi_ifindex;/*Interfaceindex */ 

structin_addripi_spec_dst;/*Routingdestinationaddress*/ struct 

in_addr ipi_addr; /* Header destination address */ 

}; 

constint on =1; 

sockfd=socket(AF_INET,SOCK_DGRAM,0); 

if(setsockopt(sockfd,SOL_IP,IP_PKTINFO,&on, 

sizeof(on))<0) 

perror("setsockopt"); 

... 

... 

... 

Whencallingrecvmsg(),wewillparsethemsghrlike this: 
for(cmptr=CMSG_FIRSTHDR(&msg);cmptr!=NULL; 

cmptr=CMSG_NXTHDR(&msg,cmptr)) 

{ 

if(cmptr->cmsg_level==SOL_IP&&cmptr->cmsg_type ==IP_PKTINFO) 

{ 

pktinfo=(structin_pktinfo*)CMSG_DATA(cmptr); 

printf("destination=%s\n",inet_ntop(AF_INET,&pktinfo->ipi_addr,str,sizeof(str))); 

} 

} 
In the kernel, this calls ip_cmsg_recv() in 

net/ipv4/ip_sockglue.c.(whicheventuallycalls 

ip_cmsg_recv_pktinfo()). 

● Youcan in this wayretrieveother fields of the ipheader: 

Forgettingthe TTL: 

● setsockopt(sockfd,SOL_IP,IP_RECVTTL,&on,sizeof(on))<0). 

● But:cmsg_type==IP_TTL. 

For gettingip_options: 

● setsockopt()withIP_OPTIONS. 

 

fcntlsystem calls 

Thefcntlsystemcall providesfurtherwaysto manipulatelowlevelfiledescriptors. 

 

Itcanperformmiscellaneousoperationsonopenfiledescriptors. The 

call, 

 



 

s 

returnsanewfiledescriptorwithanumericalvalueequaltoorgreaterthantheintegernewfd. The call, 

returnsthefiledescriptorflagsasdefinedinfcntl.h. The 

call, 

 

isusedtosetthefiledescriptorflags,usuallyjust FD_CLOEXEC. The 

calls, 

respectivelyget andset thefilestatusflags and access modes. 

 

5.9ComparisionofIPCmechanisms. 

IPCmechanismsaremianly5 types 

1. pipes:itisrelateddataonlysendfromonepipeoutput isgivingtoanother pipeinputtoshare 
resouses pipe are used drawback:itis only related process onlycommunicated 

2. messagequeues:messagequeuesareunrelatedprocessarealsocommunicatewithmessage 
queues. 

3. sockets:socketsalsoipcitiscomunicateclientsandserver 
withsocketsystemcallsconnectionoriented andconnectionlessalso 
4. PIPE:Onlytworelated(eg:parent&child)processesscanbecommunicated.Datareading would 

be first in first out manner. 

NamedPIPEorFIFO:Onlytwoprocesses(canberelatedorunrelated)cancommunicate.Data read 

from FIFO is first in first out manner. 

5. MessageQueues:Anynumberofprocessescanread/writefrom/tothequeue.Datacanbe read 

selectively. (need not be in FIFOmanner) 

6. Shared Memory: Part of process's memory is shared to other processes. other processes can 

read or write into this shared memory area based on the permissions. Accessing Shared memory 

is faster than any other IPC mechanism as this does not involve any kernel levelswitching(Shared 

memory resides on user memoryarea). 

7. Semaphore:Semaphoresareusedforprocesssynchronisation.Thiscan'tbeusedforbulkdata 

transfer between processes. 
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